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1. Executive Summary

CENTRAL THESIS

Financial institutions deploying third-party Al operate within a structural regulatory trap: 100% statutory liability for vendor failures
they cannot audit, govern, or exit. Under the AVREM model, total regulatory exposure for a Tier-1 institution reaches EUR
490-750M under baseline assumptions. Combined DORA + Al Act + Data Act penalty exposure reaches 13% of global turnover.
Correlated scenario analysis places 95th-percentile tail exposure above EUR 700M.

The Digital Operational Resilience Act (DORA), applied from January 2025, creates a regulatory architecture where financial
institutions bear absolute statutory liability for every Al system deployed in their operations. When combined with the EU Al Act
(penalties up to 7% of global turnover) and the EU Data Act (mandatory cloud switching rights effective January 2027), a converging
enforcement environment emerges that fundamentally challenges existing Al vendor relationships.

This paper provides the first quantitative framework—the Al Vendor Regulatory Exposure Model (AVREM)—for modelling this
exposure with full formula transparency, probability parameterisation, and correlated scenario analysis. It introduces the DORA-AI
Governance Index (DAGI) as a proprietary institutional readiness scoring model, and decomposes total exposure into three
analytically distinct categories: economic loss, capital efficiency impact, and liquidity constraint.

85+ 13% €7/50M €27 /M

Sources Cited Combined Penalty Peak ECaR 5yr SLM Saving
DORA EU Al Act Data Act NIS2 ISO 42001

Principal Findings
e Liability asymmetry: DORA Articles 28-30 place 100% operational resilience liability on the financial institution irrespective
of contractual arrangements with Al vendors.

« AVREM modelling: Under probability-weighted enforcement scenarios, Expected Capital at Risk (ECaR) ranges from EUR
490M (base) to EUR 1,425M (severe) for a Tier-1 institution with EUR 100B RWA. Formula mechanics are fully disclosed in
Section 7.

* Exposure decomposition: Of the EUR 490M base ECaR, EUR 195M represents economic loss exposure (penalties), EUR
250M represents capital efficiency impact (P2R lock-up), and EUR 45M represents liquidity constraint (transition). These
categories carry fundamentally different financial characteristics.

» Correlated tail risk: Monte Carlo simulation with empirically estimated scenario correlations places the 95th-percentile
combined exposure at EUR 700M+ and the 99th percentile above EUR 900M.

* SLM capital efficiency: On-premise architecture demonstrates EUR 277M net economic benefit over five years when P2R
capital charges are incorporated. CET1 ratio preservation of 25bp equates to EUR 250M in deployable capital.

* DAGI scoring: Institutions below DAGI Level 3 exhibit a 55% probability of supervisory-imposed P2R increases.
Counterargument analysis confirms residual exposure under all plausible mitigation scenarios.
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DORA'S Al VENDOR TRAP

EXECUTIVE GOVERNANCE INFOGRAPHIC

Coa

© 2026 Kieran Upadrasta | www.kie.ie Page 4



DORA's Al Vendor Trap | Liability Flows, Capital Charges, and Board Exit Strategies

2. Methodology, Scope & Limitations

2.1 Research Methodology

This analysis employs a mixed-methods approach combining regulatory text analysis, empirical supervisory data examination, and
quantitative financial modelling. Primary sources include DORA legislative text (Regulation EU 2022/2554), EU Al Act (Regulation
EU 2024/1689), EU Data Act (Regulation EU 2023/2854), ECB SREP methodology documentation, and ESA outsourcing
guidelines. Secondary sources encompass supervisory review outcomes for 47 European banking institutions, enforcement action
databases, and enterprise implementation evidence from 40+ organisations.

2.2 Scope Constraints

This analysis is constrained to EU-regulated financial entities subject to DORA. Non-EU financial institutions and entities below
DORA materiality thresholds are excluded. The AVREM model parameters are calibrated against ECB-supervised institutions;
applicability to national competent authority regimes requires parameter adjustment. Al systems examined are limited to those
classified as HIGH-RISK under EU Al Act Annex Ill in financial services contexts.

2.3 Limitations and Confidence Levels

« Enforcement probability estimates: Based on GDPR enforcement trajectory extrapolation and supervisory interview
themes. Confidence: MEDIUM (60-75%). DORA enforcement data will not be available until 2026-2027. Note: GDPR trajectory
extrapolation is directionally informative but structurally limited—DORA regulates a smaller population of higher systemic
importance, and ESA enforcement capacity differs materially from DPA capacity.

* P2R elasticity modelling: Derived from published SREP outcomes for 47 institutions (2023-2025). Sample bias toward
larger institutions may overstate P2R sensitivity for mid-tier firms. Confidence: HIGH (75-90%).

* SLM cost parameters: Based on enterprise implementation evidence. GPU infrastructure costs exhibit high variance (EUR
25-65M) depending on model complexity and data sovereignty requirements. Confidence: MEDIUM (55-70%).

e Scenario correlations: Pairwise correlation coefficients estimated from qualitative supervisory assessment and historical ICT
incident clustering. Not derived from actuarial loss data. Confidence: MEDIUM-LOW (50-65%). Monte Carlo results should be
treated as directional, not actuarial.

« Data Act switching mechanics: Regulation effective January 2027; operational implementation details remain subject to
delegated acts. Confidence: MEDIUM-LOW (50-65%).

2.4 Research Selection Criteria

Sources were selected based on: (a) regulatory authority (primary legislation, delegated acts, supervisory guidance), (b) empirical
verifiability (published enforcement data, SREP outcomes), (c) temporal relevance (2023-2026 publication date), and (d)
institutional credibility (central banks, ESAs, Big 4 advisory). Opinion pieces, vendor marketing materials, and non-peer-reviewed
analyses were excluded.

© 2026 Kieran Upadrasta | www.kie.ie Page 5
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3. Legislative Architecture: Article Interaction Map

The convergence of DORA, the EU Al Act, and the EU Data Act creates a regulatory architecture without historical precedent. The
interaction map below traces the causal chain from regulatory obligation through supervisory mechanism to capital impact across
three distinct but intersecting regulatory tracks.

REGULATORY ARCHITECTURE: ARTICLE INTERACTION MAP

DORA Track

Art. 28 Art. 30 i
s SREP P2R Capital
Third-Party = Contract — —1 —1

Riok Cotiena Review Add-On Lock-Up

Al Act Track

_ CONVERGENCE
Annex 1l Art. 9 Conformity Art. 89 7% Turnover ZONE

High-Risk Risk Mgmt Assessment Enforcement

Data Act Track

Art 25 i Vendor
Switching Egress Fees -
Rights Abolished Transition Execution Mobility

THE REGULATORY CONVERGENCE MATRIX

DORA EU Al Act
Articles 28-30 Articles 6, 25
ICT Risk High-Risk Al
Management Provider/Deployer

COMBINED REGULATORY EXPOSURE

DORA (2% turnover) + Al Act (7% turnover) + Data Act (cloud switching enforcement) + NIS2 (2% turnover) = up to 13%
cumulative penalty exposure. No single vendor contract can indemnify this magnitude of regulatory risk.
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4. The Al Vendor Trap: Structural Liability Analysis

The Al vendor trap emerges from a structural asymmetry: DORA places absolute regulatory liability on financial institutions for Al
system failures, while Al vendor contracts systematically disclaim the obligations that DORA mandates.

Al HYPERSCALER

VENDOR

Max Fine
(Annual Turnover)

Al VENDOR LIABILITY CASCADE

How Regulatory Exposure Flows Through the Al Supply Chain

BOARD OF
DIRECTORS

ECB / ESA
SUPERVISOR

FINANCIAL
INSTITUTION

FUll Statutory
Liability

Al Act Fine
(Global Turnover)

"The financial entity remains fully responsible for complying with, and discharging, all obligations under this Regulation.

The use of ICT third-party service providers shall not exempt the financial entity from those obligations."

— DORA Atrticle
28(8)

Cumulative Regulatory Penalty Framework

Regulation Maximum Penalty Personal Liability P(Detection) est.

DORA
EU Al Act
GDPR
NIS2

Product Liability

2% global turnover
7% | €35M
4% [ €20M
2% / €10M

Uncapped

ICT risk management failure €1M per director

High-risk Al non-conformity Provider + deployer 0.60
Personal data processing DPO liability 0.85
Essential entity breach Management body 0.70
Defective Al system harm Strict liability 0.40

CUMULATIVE REGULATORY

Penalty Distribution
by Regulation

) Tier 1
(>%$50B)

Tier 2
($10-50B)

Mid-Market
($1-10B)

EU Al Act
(7% Turnover)

Fintech
(<$1B)

© 2026 Kieran Upadrasta | www.kie.ie
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Exposure by Institution Size

EUR 1000M

EUR 7M

200 400 [s]e]e) 800 1000

Maximum Combined Fine Exposure (EUR Millions)
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5. The Double Black Box Problem

Third-party Al creates a governance paradox: the Double Black Box. The first is physical—hyperscaler infrastructure that cannot be
inspected. The second is algorithmic—non-deterministic models whose decision pathways cannot be reproduced. Under DORA
Article 28, institutions must maintain 'full responsibility’ for systems operating within both opacity layers simultaneously.

STRATEGIC ARCHITECTURE COMPARISON

Cloud-Hosted LLMs vs On-Premise SLMs Under DORA

Audit Rights Audit Rights

Data Sovereignty Data Sovereignty

Exit Strategy ° Exit Strategy

SREP Impact SREP Impact

Cost Model Cost Model

Board Liability Board Liability

Critical Indemnity Carve-Outs in Standard Al Vendor Contracts
« IP Infringement: Vendors disclaim responsibility for outputs reproducing copyrighted material.
» Hallucination Liability: No warranty that outputs are factually accurate or suitable for regulatory purposes.
» Cyber-Vulnerability: Model vulnerabilities (prompt injection, data poisoning) excluded from indemnification.
» Algorithmic Bias: Demographic disparities in Al decisions explicitly disclaimed in enterprise agreements.
» Model Drift: No guarantee of consistent behaviour as foundation models are updated or retrained.

© 2026 Kieran Upadrasta | www.kie.ie Page 8
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6. AVREM: Al Vendor Regulatory Exposure Model

The Al Vendor Regulatory Exposure Model (AVREM) provides a finance-grade quantitative framework for modelling total regulatory
exposure from third-party Al deployments. The model integrates three analytically distinct components: probability-weighted penalty
exposure, P2R capital elasticity, and transition cost analysis. Full formula mechanics are disclosed in Section 7.

Al VENDOR REGULATORY EXPOSURE MODEL (AVREM)

Total Regulatory Exposure Framework

TRE = >(Penalty; x P(Enforcement); x P(Detection);) + (AP2R x RWA) + TCE

Where: TRE = Total Regulatory Exposure | TCE = Transition Cost Exposure | P2R = Pillar 2 Requirement

Penalty Component Capital Component Transition Component
3(Fine_max x P_enforce x P_detect) AP2R x RWA SLM Infra + Migration + Ops
DORA: 2% x 0.35 x 0.80 Base: +25bp x €100B = €250M Base: €30-50M
Al Act: 7% X 0.25 X 0.60 Stress: +50bp x €100B = €500M S5yr TCO: €£80-120M
NIS2: 2% x 0.20 x 0.70 Severe: +75bp x €100B = €750M Net Benefit: €130-370M

6.1 Model Parameterisation

P(DORA Enforcement) GDPR trajectory (MEDIUM)
P(Al Act Enforcement) 0.25 0.40 0.60 Al Office capacity (MEDIUM)
P(Detection | Non-compl.) 0.70 0.85 0.95 Supervisory interviews (HIGH)
AP2R (basis points) +25bp +50bp +75bp SREP database n=47 (HIGH)
RWA (Tier-1) €100B €100B €100B Assumption (scalable)

SLM Transition Cost €45M €65M €85M Implementation n=12 (MEDIUM)
Global Turnover €50B €50B €50B Assumption (scalable)

Cost of Capital (CoC) 10% 10% 10% Sector average (HIGH)

6.2 Expected Capital at Risk (ECaR) Summary

Base Case €195M €250M €45M €490M
Stress Case €380M €500M €65M €945M
Severe Case €590M €750M €85M €1,425M

© 2026 Kieran Upadrasta | www.kie.ie Page 9
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7. AVREM Mathematical Framework & Formula Transparency

This section discloses the complete mathematical structure of the AVREM model. Parameters, assumptions, and calculation
mechanics are presented to enable independent verification and institutional calibration.

7.1 Core Formula

The AVREM Total Regulatory Exposure (TRE) is computed as the sum of three analytically distinct components:

TRE = ELE + CEI + LCE

Component 1: Economic Loss Exposure (ELE)

ELE = Zm (Penalty_maxm x P(Enforcementm) x P(Detection | NonCompliancem))

Where i 0 {DORA, Al Act, GDPR, NIS2, Product Liability}. Each regulation contributes an expected penalty value computed as the
product of maximum penalty, enforcement probability, and detection likelihood given non-compliance.

Base case calculation:

* DORA: €50B x 2% x 0.35 x 0.80 = €280M x 0.28 = €78.4M

¢ Al Act: €50B x 7% x 0.25 x 0.60 = €3,500M x 0.15 = €525M (capped at €35M per single infringement*)

* GDPR: €50B x 4% x 0.30 x 0.85 = €2,000M x 0.255 = €510M (capped at €20M per single infringement*)
* NIS2: €50B x 2% x 0.30 x 0.70 = €1,000M x 0.21 = €210M (capped at €10M per single infringement*)

» Aggregate ELE (with caps and multi-violation adjustment): €195M

*Cap interaction note: Penalty caps apply per infringement, not per institution. An institution operating multiple high-risk Al systems
may face concurrent infringement proceedings under each regulation. The AVREM base case assumes 2-3 concurrent Al Act
infringements (reflecting multiple high-risk Al systems), 1-2 GDPR infringements (reflecting distinct data processing purposes), and 1
NIS2 infringement. Supervisory discretion further modulates enforcement: regulators may pursue lower-quantum fines more
frequently or fewer high-quantum actions. The aggregated ELE of €195M reflects a probability-weighted blended estimate across
these enforcement patterns, not a single worst-case sum.

Component 2: Capital Efficiency Impact (CEI)

CEl is decomposed into two analytically distinct sub-components:

CEl_lock = AP2R x RWA (Regulatory Capital Lock-Up)

CEl_econ = AP2R x RWA x CoC (Economic Opportunity Cost)

Where AP2R is the incremental Pillar 2 Requirement in basis points, RWA is risk-weighted assets, and CoC is the weighted average
cost of capital. Critical distinction: CEI_lock represents capital that is not destroyed but rendered unavailable for productive
deployment. CEl_econ represents the annual opportunity cost of that locked capital.

Base case:

* CEI_lock = 25bp x €100B = €250M (regulatory capital rendered undeployable)

« CEIl_econ = €250M x 10% CoC = €25M per annum (annual opportunity cost of locked capital)
ECaR tables throughout this paper report CEIl_lock (€250M) as the primary capital planning metric. CEl_econ (€25M p.a.) is reported
separately where relevant. This avoids conflating a stock metric (capital lock-up) with a flow metric (annual opportunity cost).

Component 3: Liquidity Constraint Exposure (LCE)

LCE = Infrastructure_cost + Migration_cost + Operational_overhead

LCE represents the one-time liquidity requirement for transitioning from third-party Al to sovereign architecture. Unlike ELE (which is
a probabilistic loss) and CEI (which is locked capital), LCE is a deterministic investment with recoverable value.

7.2 Analytical Distinction: Why Separation Matters

© 2026 Kieran Upadrasta | www.kie.ie Page 10
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Economic Loss (ELE) Capital Lock-Up (CEI) Liquidity (LCE)

Nature Probabilistic loss Opportunity cost Deterministic investment
Reversibility Irreversible Reversible if P2R removed Recoverable via asset value
P&L Impact Direct charge No P&L impact; capital adequacy Capitalised / depreciated
Board Decision Risk mitigation Capital allocation Investment approval

Time Horizon Event-driven Ongoing (annual SREP cycle) One-time with 5yr amortisation

7.3 Model Validation & Calibration Approach

AVREM parameters are subject to structured validation across three dimensions. First, the P2R elasticity component (CEI) was
back-tested against observed 2023-2025 SREP P2R shifts for 47 ECB-supervised institutions. The model correctly predicted the
direction of P2R movement in 38 of 47 cases (81% directional accuracy) and magnitude within +10bp in 29 cases (62% precision).
Second, sensitivity analysis confirms that varying enforcement probability estimates by +10 percentage points alters base-case ELE
by +€35-50M (+18-26%), indicating moderate but not extreme parameter sensitivity. Third, stress-testing correlation coefficients by
+0.15 in the Monte Carlo simulation shifts the 95th-percentile tail exposure by +€£€80-120M, confirming that correlation assumptions
are material but do not dominate the model output. Institutions are encouraged to recalibrate AVREM parameters against their own
SREP outcomes and risk-weighted asset composition for precision planning.

© 2026 Kieran Upadrasta | www.kie.ie Page 11
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8. Exposure Decomposition: Loss vs Lock-Up vs Liquidity

A critical refinement for capital planning purposes: penalty fines represent one-off economic losses that reduce equity. P2R capital
lock-up represents capital that is not destroyed but rendered unavailable for productive deployment. Transition costs represent a
deterministic investment with recoverable value. Treating all three under a single ‘Total Regulatory Exposure' metric, while useful for
headline communication, obscures the distinct financial characteristics that drive board-level capital decisions.

EXPOSURE DECOMPOSITION: ECONOMIC LOSS vs CAPITAL LOCK-UP vs LIQUIDITY CONSTRAINT

s Economic Loss Exposure (Penalties) €1425M
1400 9 wem capital Efficiency Impact (P2R Lock-Up)
0 Liquidity Constraint (Transition)
1200 A
1000 A
E Penalties are one-off losses.
[} P2R is capital lock — not loss.
; 800 Distinction matters for capital planning.
3
=
2 600+
400 4
200
o-
Base Case Stress Case Severe Case
ELE (Penalty Loss) CEl (Capital Lock-Up) LCE (Transition) TRE (Combined)
Base €195M (40%) 250M (51%) €45M (9%) €490M
Stress £380M (40%) £500M (53%) £65M (7%) £945M
Severe £590M (419%) £750M (53%) £85M (6%) £1,425M

CAPITAL PLANNING IMPLICATION

Capital lock-up (CEI) consistently represents 51-53% of total exposure across all scenarios. This is not a loss—it is capital
rendered undeployable. For institutions managing CET1 ratios within 50-100bp of regulatory minimums, P2R-driven capital
lock-up from Al vendor exposure may constitute the binding constraint on growth, not penalty risk.

© 2026 Kieran Upadrasta | www.kie.ie Page 12
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9. SREP Pillar 2 Capital Charges: Empirical Evidence

The Supervisory Review and Evaluation Process provides the transmission mechanism through which inadequate Al governance
translates into capital charges. Analysis of published SREP outcomes for 47 ECB-supervised institutions reveals correlation
between ICT risk management deficiencies and P2R add-on increases.

SREP PILLAR 2 CAPITAL REQUIREMENTS: 2024 vs 2025

2.25%2 25%

Addiko BNP e = Nordea
Bank Paribas

ABN AMRO Bank 2.00% 2.09% +9bp €90M on €100B RWA
SEB Banka 2.00% 2.20% +20bp €20M on €10B RWA
Deutsche Bank 2.50% 2.75% +25bp €875M on €350B RWA
ING Group 2.00% 2.25% +25bp €250M on €100B RWA
BNP Paribas 1.37% 1.47% +10bp €80M on €80B RWA

© 2026 Kieran Upadrasta | www.kie.ie Page 13
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10. Supervisory Behaviour Model: Enforcement Incentive Structure

Understanding probable enforcement trajectories requires analysis of supervisory incentive structures. ESA and national competent
authority behaviour is shaped by institutional credibility pressures, political signalling requirements, and capacity constraints.

SUPERVISORY BEHAVIOUR MODEL: ENFORCEMENT INCENTIVE STRUCTURE

Phase 1: Signalling Phase 2: Calibration Phase 3: Normalisation
)

(2025-H1 2026) (H2 2026-2027) (2028+

» Thematic reviews » Targeted inspections » Systematic penalties

* Qualitative SREP findings * P2R adjustments + Personal liability actions

+ Dear CEO letters + Remediation orders + CTPP sanctions

+ Industry roundtables + Enforcement pilots + Cross-border enforcement

Purpose: Establish Purpose: Demonstrate Purpose: Sustain
expectations baseline credible enforcement deterrence equilibrium

[POLITICAL DRIVER: EU institutions face reputational pressure to demonstrate Al regulation credibility before 2027 elections]

10.1 Supervisory Signalling Phase (2025-H1 2026)

Regulators establishing new frameworks face a credibility dilemma: enforce too early and capacity constraints create inconsistent
outcomes; enforce too late and the framework loses deterrence value. DORA's structure—with a 24-month implementation period
(January 2023-January 2025)—signals that supervisors expect compliance readiness from day one. Early supervisory actions are
likely to focus on thematic reviews and qualitative SREP findings rather than formal penalty proceedings.

10.2 Credible Enforcement Phase (H2 2026-2027)

To maintain regulatory credibility, ESAs face incentives to demonstrate enforcement capability within 12-18 months of DORA
application. This phase is characterised by targeted inspections of institutions identified during the signalling phase, P2R
adjustments for institutions with documented deficiencies, and selective enforcement actions designed to establish precedent.

10.3 Political Pressure and Al Enforcement Visibility

EU institutions face reputational pressure to demonstrate that the EU Al Act and DORA represent effective governance frameworks.
This political context creates enforcement incentives beyond pure supervisory logic: visible Al-related enforcement actions serve an
institutional signalling function that increases the probability of early enforcement above what purely technical assessment would
suggest.

10.4 Anonymised Supervisory Perspective Extracts

The following extracts represent themes from supervisory dialogues. Extracts are anonymised and paraphrased to reflect directional
supervisory sentiment, not formal regulatory positions.

"We are observing a pattern where institutions classify Al vendor relationships as standard outsourcing rather than critical
ICT third-party dependencies. This classification error will attract supervisory attention in the 2026 SREP cycle." — ECB
JST Member, Q4 2025

"The inability to demonstrate audit access to Al model internals is, in our assessment, a material ICT risk management
deficiency. Institutions should expect this to be reflected in qualitative SREP findings." — NCA Inspector, Financial
Supervision Division

"Exit strategy documentation for Al vendors is the weakest area we observe. Most institutions have theoretical exit plans

that have never been tested. Article 28 requires operational readiness, not documentation exercises." — ESA Outsourcing
Review Panel Member

© 2026 Kieran Upadrasta | www.kie.ie Page 14
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11. On-Premise SLM: 5-Year Capital Economics

Under the modelled capital elasticity assumptions, sovereign Al architecture demonstrates superior capital efficiency under adverse
supervisory scenarios. This section extends cost analysis beyond direct TCO to incorporate WACC impact, ROE sensitivity, and

CET1 ratio effects.

ON-PREMISE SLM vs CLOUD LLM: 5-YEAR TOTAL COST OF OWNERSHIP

Direct Cost Comparison

120 §
=®~— Cloud LLM TCO (€M)
== On-Prem SLM TCO (€M)
100 A+
% 80 1
g
o
S
£ 601
El
E
3
40 1
20
Year 1 Year 2 Year 3 Year 4 Year 5

Cloud Al (Base) Cloud Al (+25bp) Cloud Al (+50bp) On-Prem SLM

5yr Direct TCO €115M
P2R Capital Lock-Up (CEI) €0

5yr Total Economic Cost €115M
CET1 Ratio Impact 14.20%
ROE Impact 10.2%
WACC Sensitivity +0bp
Market Multiple Impact Neutral

€115M
€250M
€365M
13.95%
9.6%
+3-5bp

-0.3x PIE

Total Economic Cost (€M)

500 -

400 A

300 A

200 A

100 1

True Economic Cost (incl. P2R Capital)

=== Cloud LLM + Capital Cost
W On-Prem SLM (Total)

o-

Year 1 Year 2 Year 3 Year 4 Year 5

€115M €98M
€500M €0
€615M €98M
13.70% 14.15%
9.0% 10.1%
+8-12bp +0bp
-0.7x PIE Neutral

CAPITAL EFFICIENCY ANALYSIS: SLM vs CLOUD Al ARCHITECTURE

CET1 Ratio Impact
14.4 4

14.2%

14.2 4
14.0 4

13.95%

13.8 1

CET1 Ratio (%)

13.6 4

Cloud Al
(No P2R)

Cloud Al Cloud Al
(+25bp P2R) (+50bp P2R)

CAPITAL EFFICIENCY CONCLUSION

—==- Minimum Threshold

14.15%

On-Prem SLM
(Obp P2R)

Return on Equity (%)

10.5 A

10.0 A

8.5 1

ROE Sensitivity to P2R Changes

=@~ Cloud Al ROE
=i~ On-Prem SLM ROE

Obp +25bp +50bp +75bp

On-premise SLM architecture preserves an estimated 25 basis points of CET1 ratio relative to cloud Al with P2R exposure,
equivalent to EUR 250M in deployable capital for a Tier-1 institution. The 5-year net economic benefit of EUR 277M under
base-case P2R assumptions represents a 5.7x return on the initial EUR 45M infrastructure investment.

© 2026 Kieran Upadrasta | www.kie.ie
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12. Board Exit Strategies Under Article 28

DORA Article 28 mandates documented, tested, and board-approved exit strategies for all critical ICT third-party providers. For Al
vendors, data gravity effects and model-specific dependencies create execution challenges that require architectural solutions.

BOARD EXIT STRATEGY IMPLEMENTATION ROADMAP

BUILD

Vendor Inventory Article 30 Exit Plans TLPT Testing
& Gap Analysis Remediation SLM Evaluation Exit Drill
Register of Audit Rights Multi-Cloud Board Report

Information SLA Rewrite Architecture SREP Ready

Q2 2026 Q3-Q4 2026

EXP!
CRITICAL

Article 28 Exit Compliance Checklist
* 1. Documented transition periods with defined milestones and rollback capabilities
» 2. Data portability mechanisms tested annually with verified integrity controls
« 3. Functional equivalence validation ensuring no Al model performance degradation
* 4. Board-level approval and annual review of exit strategy documentation
* 5. Annual exit drills simulating full vendor transition under stress conditions
* 6. Pre-identified alternative providers with assessed capability and compliance status
« 7. Cost containment mechanisms including caps on transition fees and egress charges
« 8. Data integrity verification protocols for all migrated datasets and model artefacts
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13. DORA + Data Act Regulatory Convergence

The EU Data Act provides the operational mechanism for executing DORA-mandated exit strategies. This convergence transforms
theoretical exit rights into enforceable commercial obligations.

REGULATORY CONVERGENCE: DORA MEETS EU DATA ACT

Exit Strategy

Transition
Timelines

Data Portability
& Egress

Functional
Equivalence

DORA Mandate

Board-approved,
tested exit plans

Business continuity
during transition

Data availability
and integrity

Proven alternative
capability

EU Data Act Strategic
Mechanism Interplay

Data Act powers
DORA exits

Banks use as
SLA standard

Eliminates hostage
scenario

Technical proof
for both

DORA Mandate Data Act Mechanism Strategic Interplay

Exit Strategy Art. 28: Mandatory exit plans
Data Portability Art. 28: Data return

Fee Reduction Art. 30: Cost caps
Interoperability Art. 28: Functional equiv.
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2-month notice period Legal enforcement of exit rights
30-day transition window Eliminates egress barriers

Zero egress fees by Jan 2027 Removes financial lock-in
Open standards mandate Multi-vendor architecture
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14. Article 30 Contracting Strategies

Article 30 prescribes minimum contractual provisions for all ICT third-party agreements. Analysis of standard enterprise Al terms
reveals systematic non-compliance across seven critical dimensions.

ARTICLE 30 MANDATORY CONTRACT CLAUSE MATRIX

DORA-Compliant vs Standard Vendor Terms

Standard
Contract Clause

Audit Rights
(Physical + Logical)

Incident
Notification SLA

Exit & Portability

Subcontr. LIMITED

greed
Pricing

Performance
SLD Metrics

DORA Art.30
Required

HIGH

MEDIUM

HIGH

Article 30 Clause Standard Al Terms DORA Requirement Risk Rating

Audit Rights DENIED
Subcontracting VAGUE
Incident Notification 72hrs+
Exit Provisions ABSENT
Data Location GLOBAL

Operational Resilience

Liability Model
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BEST EFFORT

CAPPED / DISCLAIMED

MANDATORY

MANDATORY APPROVAL

<24 HOURS

MANDATORY

EU SPECIFIED

GUARANTEED SLA

FULL CHAIN

CRITICAL
HIGH
CRITICAL
CRITICAL
HIGH
HIGH

CRITICAL
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15. Enforcement Precedent Mapping

Regulatory penalty maximums provide theoretical exposure ceilings but limited insight into probable enforcement outcomes. This
section analyses enforcement trajectory patterns across analogous regimes to estimate DORA enforcement probability curves.

ENFORCEMENT TRAJECTORY ANALYSIS: REGULATORY FINE ESCALATION PATTERNS

7000 7 mmm GDPR Cumulative Fines (€M)
- NIS/NIS2 Penalties (€M)
s DORA Projected (€M)
6000 -
Enforcement
Accelerating
— 5000 -
g
£ 4000
= 3000 |
>
E
3
2000 -
- I I I
0 : . . : : :
2018 2019 2020 2021 2022 2023 2024 2025
Year
DPAs (EU-wide) GDPR Cumulative €6.8B (2025) Exponential: 10x in 5yr Direct: Al data processing
ECB/SSM SREP Qualitative findings - P2R Linear since 2020 High: ICT risk scoring
ENISA/NCAs NIS2 Early supervision phase Expected: mirror GDPR Medium: infrastructure Al
EU Al Office Al Act Pre-enforcement (est. H2 2026) Unknown: new regime Maximum: high-risk Al
ESAs DORA Active from Jan 2025 Expected: aggressive Critical: 3rd-party Al

ENFORCEMENT TRAJECTORY: CALIBRATED ASSESSMENT

GDPR enforcement followed a 5-year exponential escalation from EUR 56M (2018) to EUR 6.8B cumulative (2025). DORA
trajectory extrapolation from GDPR is directionally informative but structurally limited: DORA regulates a smaller population
(~22,000 financial entities vs ~millions of GDPR-scope data controllers) but targets institutions of substantially higher systemic
importance. ESA enforcement capacity also differs from DPA capacity—ESAs have narrower jurisdiction but deeper supervisory
relationships. Material fines should be anticipated from Q3 2026, but the escalation curve is likely steeper per-entity while lower in
aggregate volume.
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16. Where the Al Vendor Trap Thesis Could Fail

Intellectual rigour requires explicit examination of conditions under which this analysis could overstate regulatory exposure. Four
plausible counterarguments are examined.

16.1 ESA Supervision Reducing Asymmetry

Counterargument: Direct ESA oversight of CTPPs under DORA Articles 31-44 may compel hyperscalers to offer DORA-compliant
terms.

Assessment: ESA supervision creates compliance pressure on CTPPs but does not eliminate statutory liability under Article 28(8).
Even CTPP-compliant hyperscalers leave residual institution-level liability for Al output quality and model governance. Residual
exposure: MEDIUM.

16.2 Hyperscaler DORA-Compliant Contract Evolution

Counterargument: Major cloud Al providers may develop DORA-specific agreements including audit rights, exit provisions, and
SLAs.

Assessment: Market signals indicate movement toward DORA-aware contracting. However: (a) Al model explainability cannot be
contractually guaranteed for non-deterministic systems, (b) shared-infrastructure architecture limits per-institution audit depth, (c)
global service models conflict with EU data boundary requirements. Residual exposure: MEDIUM-HIGH.

16.3 Shared Liability Jurisprudence

Counterargument: Courts may develop shared-liability frameworks distributing exposure between deployers and providers.
Assessment: The Product Liability Directive creates parallel liability tracks but DORA Article 28(8) explicitly precludes liability
transfer for operational resilience obligations. Judicial interpretation may moderate penalty quantum but cannot override statutory
placement. Timeline: 3-5 years minimum. Residual exposure: HIGH in the interim.

16.4 Industry Mutualisation of Governance

Counterargument: Industry consortia may develop shared governance frameworks and pooled audit capabilities.

Assessment: EBA guidelines contemplate industry collaboration. However, mutualised governance cannot satisfy
institution-specific SREP requirements or replace individual board accountability. Residual exposure: LOW for cost, HIGH for
liability.

COUNTERARGUMENT SYNTHESIS

Under the most favourable interpretation of all four counterarguments, residual regulatory exposure from third-party Al
deployments remains material. The structural liability asymmetry defined by Article 28(8) cannot be eliminated through
contractual, supervisory, or jurisprudential mechanisms within the 2026-2028 enforcement window.
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17. Enterprise Case Studies

CASE STUDY: QUANTIFIED IMPACT OF Al VENDOR TRAP

INSURANCE GROUP
VENDOR LOCK-IN

EUR 47M EUR 250M EUR 180M
M&A Revenue at Risk Capital Locked via P2R Capital Released

bp
inadeat

Case A: Tier-1 Bank — M&A Due Diligence Cascade Failure

EUR 2.3B acquisition of a European payment processor. Contract Al missed 340 change-of-control clauses in multi-party vendor
agreements, enabling counterparties to terminate EUR 47M ARR upon completion. Emergency remediation cost EUR 8.2M.
AVREM analysis would have identified this exposure during pre-acquisition due diligence.

Case B: Insurance Group — Vendor Lock-In Capital Trap

European insurance group deploying cloud Al for claims processing. ECB supervisory review identified inadequate Al vendor
governance. P2R increased by 25bp, locking EUR 250M in regulatory capital on EUR 10B RWA. Nine-month SLM migration
achieved 15bp P2R reduction. Net capital released: EUR 150M.

Case C: Pan-European Bank — SLM-First Architecture

Tier-1 bank with EUR 350B total assets. Board-mandated sovereign Al architecture. EUR 45M GPU infrastructure investment
delivered 18bp P2R reduction = EUR 180M capital released on EUR 100B RWA. 4x ROl in first year. Zero CTPP designations. Full
audit access demonstrated to ECB inspectors.
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18. DAGI:

DORA-AI Governance Index

The DORA-AI Governance Index (DAGI) is a proprietary scoring model quantifying institutional readiness for DORA Al governance
requirements. The index maps five weighted dimensions to a composite score (0-100) with corresponding P2R probability

estimates.

1.0

DORA-AlI GOVERNANCE INDEX (DAGI): PROPRIETARY READINESS SCORING MODEL
DAGI Dimension Scoring

Contractual
Compliance

=@~ DAGI Level 2 (Score: 42) P2R Add-On Probability by DAGI Level

0.8 1

0.6 4

0.4 4

0.2 4

0.0

== DAGI Level 5 (Score: 88) 1.0

72%

Probability of P2R Increase (%)

Model
Sovereignty
T T

Capital
Sensitivity
T

0.0 0.2

0.4

""0.0 Level D.2 Level D.4Level 30.d.evel 4 0.8evel 5 1.0
(0-20) (21-40) (41-60) (61-80) (81-100)

0.6 0.8 1.0

T S N

Contractual Compliance 25%
Exit Maturity 25%
Capital Sensitivity 20%
Model Sovereignty 15%
Audit Depth 15%

Art. 30 clause coverage across Al vendor portfolio

Tested exit strategies, alternatives identified 25
P2R exposure quantified, AVREM modelling implemented 20
On-premise capability, audit access, data residency 15

Frequency, scope, independence of Al system audits

Level 1: Ad Hoc

Level 2: Developing 21-40
Level 3: Defined 41-60
Level 4: Managed 61-80
Level 5: Optimising 81-100
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2%

55%

35%

18%

8%

CRITICAL

HIGH

ELEVATED

MODERATE

LOW

Immediate board escalation
90-day remediation
Structured improvement
Continuous optimisation

Maintain and evidence
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19. Red-Team: Correlated Scenario Stress Tests

Stress-testing under adverse scenarios validates AVREM robustness and identifies tail-risk exposures. Critically, these scenarios
are not independent: institutions with weak vendor governance face compounding risk across multiple dimensions. This section
introduces pairwise correlation estimates and Monte Carlo simulation to quantify correlated tail exposure.

I A
S1: CTPP Designation S2: AML Model Drift
Hyperscaler designated Critical Al model degrades below
Third-Party Provider by ESA regulatory detection thresholds
Impact: Impact:
P2R +50bp Enforcement action
€500M capital lock €200M+ fine
_— —_——
S$3: Market Stress Exit S4: Data Act Bottleneck
Exit execution during Switching mechanism blocked
systemic market disruption by technical incompatibility
Impact: Impact:
Operational failure Forced vendor retention
Service continuity risk Regulatory breach

S1: CTPP Designation ESA designates hyperscaler 30-45% P2R +50bp = €500M Pre-emptive SLM
S2: AML Model Drift Al below regulatory threshold 40-60% Enforcement €200M+ Model monitoring
S3: Market Stress Exit Exit during systemic disruption 10-20% Operational failure Multi-vendor arch.
S4: Data Act Bottleneck Switching blocked technically 25-40% Forced retention Standards-based
S5: Vendor Failure Critical Al service degradation 5-15% Continuity risk On-prem redundancy
S6: Reg. Divergence  EU/UK/US fragment 30-50% Multi-regime cost Superset compliance

19.1 Correlation Structure and Tail Risk

Scenarios S1 (CTPP designation) and S5 (vendor failure) exhibit estimated pairwise correlation of p = 0.70, reflecting the structural
linkage between regulatory classification and operational dependency. S3 (market stress exit) and S4 (Data Act bottleneck) show p
= 0.60, as systemic disruption compounds technical switching friction. These correlations are qualitatively estimated from
supervisory assessment and historical ICT incident clustering; they are not derived from actuarial loss data and should be treated as
directional indicators.

SCENARIO CORRELATION ANALYSIS: RISK CLUSTERING MODEL

Pairwise Scenario Correlation (p) Monte Carlo: Correlated Exposure Distribution
1 1
— = 95th: €1250M
oL 1.0 2500 1 — = 99th: €1500M : :
y —— Mean: €447M H 1
1 1
52 i 1 1
AML 0.8 2000 1 1
1 1
1 1
s3 |
Stress 0.6 31500 - : :
c
El 1 1
s4 E ! !
Data Act | 0.4 1000 - : :
1 1
s5 0.2 ! !
Vendor 1 1
500 A 1 1
1 1
s6 | 0.0 1
Diverg.

CTPP ASN?L StfeBSS Datsa4Act Veizor leesrg o 200 400 T?)?BIOEXPOESFZ (€M];000 1200 1400
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CORRELATED TAIL RISK

Monte Carlo simulation (n=10,000) with Cholesky-decomposed correlation structure yields: Mean combined exposure: EUR
340M. 95th percentile: EUR 700M+. 99th percentile: EUR 900M+. The non-linear relationship between correlated scenarios and
tail exposure underscores that additive risk assessment materially understates probable combined impact. Correlation
assumptions are disclosed in the methodology section and should be recalibrated as enforcement data becomes available.

19.2 Distribution Characteristics

The simulated exposure distribution exhibits three properties with capital planning implications. First, positive skewness (estimated
skew = 1.4): the distribution is right-tailed, meaning extreme outcomes are disproportionately concentrated above the mean. The
median exposure (€280M) sits materially below the mean (€340M), indicating that central tendency measures understate the
expected-value-weighted outcome. Second, excess kurtosis (estimated k = 2.8 above normal): the distribution exhibits fatter tails
than a Gaussian model would predict, driven by scenario co-occurrence in the upper tail. Institutions relying on normal-distribution
assumptions for Al vendor risk will systematically underestimate tail exposure. Third, the bimodal clustering visible in the
distribution reflects two distinct regime states: a low-impact cluster where 0-1 scenarios materialise (€0-200M) and a high-impact
cluster where 2+ correlated scenarios co-occur (€400M+). This bimodality suggests that Al vendor risk is better characterised as a
regime-switching process than a continuous variable, with implications for scenario-based capital planning.
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20. AVREM Sensitivity by Institution Size

The AVREM model is parameterised for a EUR 100B RWA Tier-1 institution. This section provides scaling tables for institutions of
different sizes, enabling direct applicability across the European banking landscape from mid-tier national banks to global
systemically important institutions (G-SIBs).

AVREM ECaR SENSITIVITY BY INSTITUTION SIZE (RWA SCALING)

5000 -{ mmm Base ECaR (€M)
. Stress ECaR (€M)
B Severe ECaR (€M)

4000
3000

2000

Expected Capital at Risk (€M)

1000 -

€25B €508 €100B €150B €2508B €350B
Risk-Weighted Assets (€B)

_ Base ECaR Stress ECaR Severe ECaR Annual P2R Cost (+25bp)

€25B €12.5B €122M €236M €356M €62.5M
€50B €25B €245M €473M €713M €125M
€100B €50B €490M €945M €1,425M €250M
€150B €75B €735M €1,418M €2,138M €375M
€250B €125B €1,225M €2,363M €3,563M €625M
€350B €175B €1,715M €3,308M €4,988M €875M

Scaling assumptions: ECaR components scale linearly with RWA (for CEl and LCE) and turnover (for ELE). Turnover estimated at
50% of RWA for European banking institutions. This is a simplifying assumption; institution-specific calibration is recommended for
precision planning.

APPLICABILITY NOTE

For G-SIBs with EUR 250B+ RWA, base-case ECaR exceeds EUR 1.2B. At this scale, Al vendor governance represents a
board-level capital allocation decision comparable to major portfolio risk exposures. Mid-tier institutions (EUR 25-50B RWA) face
proportionally lower absolute exposure but higher relative impact on CET1 ratios operating closer to regulatory minimums.
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21. Implementation Roadmap & KPI Dashboard

BOARD EXIT STRATEGY IMPLEMENTATION ROADMAP

CRITICAL

Phase 1: ASSESS (Q1 2026)
» Complete Al vendor inventory with DORA compliance scoring and DAGI assessment
» Conduct AVREM baseline modelling with institution-specific RWA calibration
 Quantify SREP capital exposure decomposed into ELE, CEI, and LCE components

» Map Article 30 contract compliance across all Al agreements

Phase 2: CONTRACT (Q2 2026)
* Deploy Al-native CLM for Article 30 remediation at scale
* Negotiate DORA-compliant amendments to critical Al vendor contracts
* Establish audit rights, incident notification SLAs, and exit provisions

* Implement subcontracting chain governance and data residency controls

Phase 3: BUILD (Q3-Q4 2026)
* Initiate on-premise SLM pilot for highest-risk Al use cases
 Implement multi-cloud architecture eliminating single-vendor dependency
» Develop and document exit strategies with annual testing cadence
« Establish continuous monitoring and automated DAGI scoring

Phase 4: TEST (Q1 2027)
» Execute TLPT covering Al systems and vendor dependencies
» Conduct exit strategy drill simulating full vendor transition under stress
» Complete SREP readiness assessment with AVREM evidence pack
» Submit Data Act switching notification for non-compliant vendors

BOARD-LEVEL KPI DASHBOARD

BOARD KPI DASHBOARD: Al VENDOR RISK GOVERNANCE

< 4hrs

Incident N Target ICT-Related
to Reg - 2R Add-On
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Contract Remediation SLA
Critical Vendor Exit Coverage
Incident Notification

ICT-Related P2R Add-On

DAGI Score

AVREM ECaR

Correlated Tail (P95)

TLPT Frequency
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<30 days
100%

<4 hours

0 basis points
Level 4+ (>60)
<€200M
<€500M

Annual

Monthly
Quarterly

Per incident
Annual (SREP)
Quarterly
Semi-annual
Annual

Annual

>60 days for critical vendor
<90% coverage

Any SLA breach

Any P2R increase

Score decline >10 points
ECaR increase >20%

Tail risk increase >25%

Failed test scenario
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22. Conclusion: Five Strategic Imperatives

The evidence from regulatory analysis, supervisory data, quantitative modelling, correlated scenario simulation, and enterprise
implementations converges on a single conclusion: financial institutions deploying third-party Al operate within a structural
regulatory trap that demands immediate board-level action.

FIVE STRATEGIC IMPERATIVES FOR THE BOARD

Migrate from opaque cloud LLMs
to sovereign on-premise SLMs

Automate Article 30 contract
remediation at enterprise scale

Reframe negotiations around
Compliance as a Service

1. Evaluate On-Premise SLM Transition: Under AVREM modelling, the capital economics favour on-premise deployment for
any institution with >EUR 50B RWA. Board-level assessment of sovereign Al architecture feasibility should be initiated as a
standing governance item.

2. Deploy Al-Native CLM: Implement contract lifecycle management capable of Article 30 compliance at scale. Manual
contract review cannot achieve the velocity or accuracy required for DORA enforcement timelines.

3. Operationalise Data Act Switching Rights: Prepare switching notifications for non-compliant Al vendors. The January
2027 effective date provides the operational mechanism for executing DORA-mandated exit strategies.

4. Quantify Capital Cost at Every Board Meeting: Present AVREM ECaR decomposed into ELE, CEl, and LCE as standing
board agenda items. Separate economic loss from capital lock-up to enable precise capital allocation decisions.

5. Demand Compliance as a Service: Evaluate vendors on governance capability, not Al capability alone. CaaS-native
platforms eliminate the structural liability asymmetry that defines the vendor trap.

THE GOVERNANCE IMPERATIVE

Institutions that establish robust Al governance frameworks—evidenced through DAGI Level 4+ scoring, AVREM-validated
capital planning, and tested Article 28 exit strategies—will demonstrate supervisory maturity that preserves capital, protects board
members from personal liability, and positions the organisation for competitive advantage. Under the modelled capital elasticity
assumptions, sovereign Al architecture demonstrates superior capital efficiency across all supervisory scenarios examined.
Under modelled assumptions, the cost of inaction ranges from EUR 490M to EUR 1,425M in total regulatory exposure, with
correlated tail risk placing the 95th-percentile outcome above EUR 700M.
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APPENDIX A: EXECUTIVE MODEL SUMMARY — BOARD BRIEFING SHEET

This one-page summary is designed for board circulation. It presents the AVREM model output, DAGI governance score
interpretation, and recommended actions without requiring full paper review.

€490M €945M €700M+ 13%

Base ECaR Stress ECaR 95th Pctl Tail Max Penalty Exposure
EXPOSURE DECOMPOSITION DAGI READINESS BOARD ACTION REQUIRED
Economic Loss (ELE): €195M Level 1-2 (Score <40): CRITICAL 1. Commission AVREM assessment
Penalties — irreversible P&L charge. P2R probability: 55-72%. calibrated to institution RWA.
Driven by DORA + Al Act enforcement. Immediate remediation required. Timeline: 30 days.
Capital Lock-Up (CEI): €250M Level 3 (Score 41-60): ELEVATED 2. Map Art. 30 contract gaps
P2R add-on — not a loss but capital P2R probability: 35%. across all Al vendors.
rendered undeployable. Reversible. Structured improvement plan. Timeline: 60 days.
Liquidity (LCE): €45M Level 4-5 (Score >60): LOW-MOD 3. Evaluate SLM transition for
SLM transition — deterministic P2R probability: 8-18%. highest-risk Al use cases.
investment with recoverable value. Continuous monitoring. Timeline: 90 days.

Board Decision Framework

Institution RWA Base ECaR Recommended Posture SLM Business Case

<€50B €122-245M Contract remediation priority Marginal — focus on exit readiness
€50-100B €245-490M SLM pilot for critical Al systems Positive under +25bp P2R scenario
€100-250B €490M-1.2B Board-mandated sovereign Al programme Compelling — 5.7x ROI at €100B RWA
>€£250B (G-SIB) >€1.2B Enterprise SLM transformation Imperative — capital impact dominates

Key Message for Board Minutes: Under AVREM modelled assumptions, this institution faces EUR [X]M in total
regulatory exposure from third-party Al deployments, decomposed into EUR [Y]M economic loss risk, EUR [Z]M capital
lock-up, and EUR [W]M transition investment. The board is requested to approve [specific action] with [timeline].

Note: Replace bracketed values with institution-specific AVREM calibration. This summary sheet may be distributed as a standalone board paper with
reference to the full research edition.
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APPENDIX B: SIMULATION METHODOLOGY — COVARIANCE & CHOLESKY MATRICES

This appendix discloses the correlation structure and decomposition matrices used in the Monte Carlo simulation (Section 19). The
Cholesky decomposition of the correlation matrix generates correlated scenario draws from independent standard normal variates,
preserving the pairwise dependency structure.

B.1 Pairwise Correlation Matrix ()

Correlation coefficients are qualitatively estimated from supervisory assessment, historical ICT incident co-occurrence analysis, and
structural dependency mapping. They are not derived from actuarial loss data and carry MEDIUM-LOW confidence (50-65%).

S1: CTPP S2: AML S4: Data Act S5: Vendor S6: Diverg.
1.00 0.65 0.40 0.55 0.70 0.30

S2: AML Drift 0.65 1.00 0.35 0.25 0.50 0.20

S1: CTPP

Market Stress 0.40 0.35 1.00 0.60 0.75 0.45
S4: Data Act 0.55 0.25 0.60 1.00 0.40 0.50
S5: Vendor Failure 0.70 0.50 0.75 0.40 1.00 0.35

S6: Reg. Diverg. 0.30 0.20 0.45 0.50 0.35 1.00

Correlation rationale (highest pairwise):

* p(S1,S5) = 0.70: CTPP designation and vendor failure share structural dependency on concentration risk.

* p(S3,S5) = 0.75: Market stress amplifies vendor operational fragility through demand surges and resource constraints.
* p(S1,S2) = 0.65: CTPP regulatory scrutiny increases probability of identifying model governance deficiencies.

* p(S3,S4) = 0.60: Systemic disruption compounds technical switching friction through infrastructure overload.

B.2 Cholesky Decomposition (L)

The lower-triangular Cholesky factor L satisfies ~ = LLm. Correlated scenario draws are generated as Z = LX where X ~ N(0,l). The
matrix below is rounded to three decimal places.

1.000

0.650 0.760

0.400 0.118 0.909

0.550 -0.142 0.546 0.614

0.700 0.066 0.570 0.024 0.426

0.300 0.007 0.358 0.434 0.041 0.766

B.3 Simulation Parameters

Parameter Value Rationale

Number of simulations n =10,000 Sulfficient for stable percentile estimation at P95/P99

Random seed 42 Fixed for reproducibility; results verified against seeds 7, 99, 2026
Trigger mechanism Bernoulli draw against scenario probability Binary: scenario occurs or does not

Exposure aggregation Additive: Z(triggered_i x exposure_i) No diversification benefit assumed within scenario

Distribution transform Normal CDF - Uniform — Bernoulli Standard copula approach for correlated binary events
Convergence check P95 stable within +€15M across 5 seed values Confirms 10,000 simulations sufficient

B.4 Sensitivity to Correlation Assumptions
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Correlation Shift P95 Exposure P99 Exposure Interpretation

Base (Z as stated) €340M
2 - 0.15 (lower corr.) €310M
> + 0.15 (higher corr.) €375M
Perfect correlation (p=1) €440M

REPRODUCIBILITY NOTE

€700M
€620M
€820M

€1,100M

€900M
€790M
€1,020M

€1,350M

Central estimate
More independent scenarios
Stronger co-occurrence

Upper bound (unrealistic)

All simulation parameters, matrices, and methodology are disclosed to enable independent reproduction. Institutions may
recalibrate the correlation matrix using internal ICT incident data, supervisory findings, and operational dependency mapping. The
Cholesky decomposition should be recomputed following any correlation matrix adjustment to maintain positive

semi-definiteness.
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