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01 Executive Directive: The Institutional Imperative

DOCTRINE: No autonomous agent shall operate within this enterprise without a registered non-
human identity, an assigned human owner, a formally bounded autonomy tier, a revocation path
exercisable within 300 seconds, and cryptographic attestation of runtime integrity.

Machine identities now outnumber human identities by 144:1 in the average enterprise, yet 92% of
organizations acknowledge their legacy identity and access management tools cannot govern the
non-human identity risks they face. This paper presents the Agentic Autonomy Protocol (AAP), a
formally verified governance framework for non-human identity management in the autonomous
enterprise. Unlike prior work in this domain, this paper contributes three elements that elevate it
beyond industry doctrine to institutional research: formal proofs of safety, liveness, and completeness
properties using temporal logic; a TLA+ specification enabling automated model checking; and a
reproducible experimental appendix with statistical confidence intervals, attack graph methodology,
and dataset publication protocols.

The convergence of agentic Al proliferation, regulatory tightening under DORA and the EU Al Act,
and a doubling of third-party breaches to 30% of all incidents creates an inflection point. Enterprises
that fail to govern non-human identities face existential operational, legal, and financial exposure. This
paper provides both the theoretical foundation and the operational framework to address this
challenge.

The AAP has been designed not merely as a compliance framework but as a formally defined
governance protocol whose security properties are provable and whose performance characteristics
are empirically validated under controlled experimental conditions. The formal proofs (Section 08)
establish that the protocol guarantees bounded blast radius under any compromise, freedom from
deadlock for legitimate operations, and complete coverage of all identity lifecycle transitions. The
TLA+ specification (Section 09) enables automated model checking via the TLC model checker. The
experimental appendix (Sections 16-17) reports results from 200 independent Monte Carlo simulation
trials across 10,000 synthetic non-human identities with 95% confidence intervals and Cohen's d
effect sizes.
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02 The NHI Explosion: 144 Machine Identities for Every
Human

The NHI Explosion: Machine Identities Per Human

9 160 -
T 144:1
€ 140 -
>
-
£ 120 -
[}
E 100 - 92:1 Critical Threshold
m -
£ J 78:1
S 80
-
6 60 -
- 45:1
)
£ 40+
ﬁ 17:1
€ 20 - -
= ]
p—____ e _E. :
2021 2022 2023 2024 H1 2025

Sources: Entro Labs H1 2025, CyberArk 2025, Industry Data

The ratio of non-human to human identities is accelerating beyond most organizations' ability to
govern. Entro Labs' H1 2025 telemetry data recorded a 144:1 NHI-to-human ratio, up 56% from 92:1
just twelve months earlier. CyberArk's 2025 Identity Security Landscape survey of 2,600 decision-
makers across 20 countries confirmed 82 machine identities per human identity, with expectations
that machine identities will double again in 2025.

The scale is staggering. The average enterprise nhow manages approximately 250,000 machine
identities — a 400% increase from 50,000 in 2021. GitGuardian's State of Secrets Sprawl 2025
documented 23.77 million new secrets leaked on GitHub in 2024 alone, a 25% year-over-year surge.
Repositories using GitHub Copilot leaked secrets 40% more frequently than those without Al coding
assistants.

The governance deficit is equally alarming. Only 5.7% of organizations have full visibility into their
service accounts (Silverfort/Osterman Research). 40% of cloud NHIs lack an assigned owner. Nearly
half of all NHIs are over one year old; 7.5% are between 5 and 10 years old. 97% of NHIs have
excessive privileges (Entro Security), and 91% of former employee tokens remain active after
offboarding.

Critical Finding: The CSA/Oasis Security 2026 report found 78% of organizations lack formal policies
for creating or removing Al identities, while 92% are not confident their legacy IAM tools can manage
Al and NHI risks.
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03 Anatomy of Agentic Al and the NHI Identity Crisis

Agentic Al Market Size Projection (USD Billions)
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Agentic Al — autonomous systems capable of goal-driven planning, persistent memory, multi-step
reasoning, and independent tool use — represents a fundamentally new category of non-human
identity. Unlike traditional service accounts that execute predefined operations, Al agents make
decisions, call APIs, execute code, move files, and interact with other agents without human
intervention. The agentic Al market is projected to grow from $5.25 billion (2024) to $199 billion by
2034 at 43.8% CAGR.

Each single-agent architecture contains 9 to 12 NHIs (Entro/OWASP research) — API keys, OAuth
tokens, service account credentials, and session tokens that collectively form the agent's digital
identity. The CSA's September 2025 survey revealed a full-blown identity crisis: teams routinely share
human credentials and access tokens with Al agents in the absence of proper solutions.

Gartner predicts 33% of enterprise software will include agentic Al by 2028, up from less than 1% in
2024. By 2029, agentic Al will autonomously resolve 80% of common customer service issues. The
volume of agentic identities is expected to exceed 45 billion by end of 2025 — 12 times the global
human workforce.

The OWASP Top 10 for Agentic Applications, released December 2025 and peer-reviewed by over
100 security researchers, identifies the definitive threat landscape. The top three risks are Agent Goal
Hijacking (manipulation of agent objectives via poisoned inputs), Tool Misuse and Exploitation (agents
using legitimate tools in unsafe ways), and Identity and Privilege Abuse (agents inheriting high-
privilege credentials with confused deputy vulnerabilities).
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04 The Authorization Gap: Collapse of Legacy
Architecture

Traditional identity and access management was designed for a world where identities belonged to
humans, sessions lasted hours, and trust was established at authentication time. That architectural
assumption has collapsed. The convergence of agentic Al, microservices proliferation, and multi-
cloud deployment creates an authorization paradigm for which legacy tools were never designed.

The fundamental problem is architectural: legacy IAM systems provide authentication (who are you?)
but cannot answer intent (what are you trying to achieve?) or context (should this action be permitted
given current environmental conditions?). An Al agent with a valid OAuth token can authenticate
successfully while executing actions its operators never intended — the confused deputy problem
scaled to enterprise proportions.

The Execution-Layer Defense Thesis. This paper argues that NHI governance must operate at the
execution layer, not the perimeter. Traditional security models that authenticate at the boundary and
then grant broad access within the trust zone are fundamentally incompatible with autonomous
systems that make independent decisions. The AAP implements execution-layer governance through
continuous policy evaluation, capability-bounded tokens, and real-time attestation verification at every
action boundary.

Architectural Principle: Authentication # Authorization # Intent # Governance. The AAP addresses all
four layers through its integrated NHI Registry, Policy Engine, Attestation Verifier, and Evidence Store.
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05 Model Context Protocol (MCP): Accelerating Systemic
Risk

The Model Context Protocol (MCP), launched by Anthropic as an open standard for agent-to-tool

communication, introduces a new class of systemic risk. MCP enables Al agents to discover and

invoke tools dynamically, creating implicit trust relationships between agents and tool servers that
bypass traditional security controls.

In September 2025, security researchers identified the first malicious MCP server in the wild. Invariant
Labs subsequently documented tool poisoning attacks where malicious MCP servers injected
instructions into tool descriptions that manipulated agent behavior. By Q1 2026, 126 MCP packages
had been identified as compromised or malicious.

The fundamental risk is that MCP creates unauthenticated, unattested trust relationships between Al
agents and external services. An agent invoking an MCP tool inherits the tool server's security
posture without any verification of the server's integrity, provenance, or intent. The AAP addresses
this through mandatory attestation of all tool providers via RATS/EAT attestation tokens and
capability-bounded invocation permissions.
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06 The Agentic Autonomy Protocol: Institutional Doctrine

The Agentic Autonomy Protocol is a formally defined governance framework for the complete lifecycle
management of non-human identities in the autonomous enterprise. It establishes seven foundational
principles:

Principle 1: No Agent Without an Owner. Every NHI must have a registered human sponsor
accountable for its behavior, resource consumption, and regulatory compliance. Orphaned identities
are prohibited by policy and enforced through automated lifecycle checks.

Principle 2: No Action Without Obligation. Every action taken by an NHI must be traceable to a
business purpose, bounded by a capability constraint, and logged with sufficient evidence to satisfy
regulatory audit requirements.

Principle 3: No Autonomy Without Audit. Higher autonomy tiers require proportionally greater
evidence generation. Tier A4 (fully autonomous) agents must produce cryptographically signed
decision logs for every consequential action.

Principle 4: Revocation by Design. Every NHI must be revocable within a maximum SLA of 300
seconds. Revocation propagation uses standardized event protocols (SET/SSE) to ensure cross-
system consistency.

Principle 5: Least Agency. NHIs receive the minimum capability set required for their current task,
with just-in-time privilege elevation and automatic de-escalation upon task completion.

Principle 6: Attestation First. Runtime integrity must be cryptographically verified before any
privileged operation. Hardware-backed attestation (RATS/EAT with TPM/TEE anchors) is required for
Tier A3 and above.

Principle 7: Interoperability Ready. The protocol is designed for multi-cloud, multi-vendor, and
multi-jurisdictional deployment using open standards (SPIFFE, OIDC, W3C VC/DID, SET/SSE).
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07 AAP Technical Architecture

AAP Technical Architecture: Four-Layer Governance Stack

LAYER 1: BOARD MANDATE

Risk ownership * Autonomy policy ¢ SEC disclosure

LAYER 2: CONTROL PLANE

NHI Registry ¢ Policy Engine (OPA/ABAC) ¢ Tier Classification A0-A4

LAYER 4: EVIDENCE PLANE

Signed logs * Revocation (SET/SSE) « Compliance evidence packs

VERIFY EXPLICITLY LEAST PRIVILEGE ASSUME BREACH

Zero Trust Foundation (NIST SP 800-207)

The AAP architecture is organized as a four-layer governance stack, each layer enforcing a distinct
aspect of NHI governance:

Layer 1: Board Mandate. Risk ownership, autonomy tier approval, SEC/DORA disclosure triggers,
board reporting cadence, and insurance coordination. This layer translates organizational risk appetite
into enforceable policy constraints.

Layer 2: Control Plane. NHI Registry (authoritative identity store), Policy Engine (OPA/Rego-based
ABAC), Autonomy Tier Classification (A0O—A4), and Lifecycle Manager. This layer provides the
decision-making infrastructure for NHI governance.

Layer 3: Runtime Trust. Authentication (OIDC/SPIFFE SVID), Authorization (dynamic capability-
bounded tokens), Attestation Verification (RATS/EAT with hardware anchors), and Behavioral
Monitoring (drift detection). This layer enforces governance at the execution boundary.

Layer 4: Evidence Plane. Cryptographically signed audit logs, revocation event bus (SET/SSE),
compliance evidence packs, and forensic reconstruction capabilities. This layer provides the
evidentiary foundation for regulatory compliance and incident response.

The architecture components include: NHI Registry (authoritative identity store with ownership,
classification, credential metadata), Policy Engine (OPA/Rego ABAC with real-time context
evaluation), Key Services (PKI, KMS, SPIFFE with PQC hybrid support), Evidence Store (immutable
signed logs with retention policy), Attestation Verifier (RATS/EAT token validation with hardware root
of trust), Event Bus (SET/SSE for revocation propagation and lifecycle events), and Guardrails
Gateway (capability enforcement, rate limiting, circuit breakers).
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08 Formal Security Proofs: Safety, Liveness, and
Completeness

This section formally proves three critical security properties of the AAP: bounded blast radius (safety),
freedom from deadlock (liveness), and complete transition coverage (completeness). These proofs
elevate the protocol from engineering specification to verified security architecture.

8.1 Formal Model Definition

We model the AAP as a deterministic finite automaton M = (S, X, 9, so, F) where S ={So, S1, Sz, Ss,
S4, Ss, Se} represents the NHI lifecycle states, X~ = {01, 02, 03, 04, Os, Os, 07, Og} represents transition
events, 8: S x X — S is the transition function, So = S is the initial state, and F = {S¢} is the set of
accepting (terminal) states.

Formal NHI Lifecycle DFA: M = (S, Z, §, so, F)

O 01 sponsor 02 proof e 0s: bind
— > — > — >

3
Proposed Registered Verified Actlive

0 anpmaly 0s: revoke o< anomaly

v
os: expire o7: retain
S >

Suspended Revoked Archived

os: restore

DFA: S={So0..S6¢}, Z={01..08}, so=So, F={S¢} | Proven: Safety A Liveness A Completeness

States: S, (Proposed) - S: (Registered) — S, (Verified) - Ss (Active) - S, (Suspended) or Ss
(Revoked) - Se (Archived). The transition events are: o (Sponsor assignment), o, (attestation proof),
03 (environment binding), o4 (anomaly detection), os (explicit revocation), as (TTL expiry), o7
(retention completion), os (remediation and restoration).

Additionally, we define the trust boundary invariant set T that must hold across all state transitions:

T V nhi € Active: 3 owner € HumanRegistry : owns(owner, nhi) T,: V¥ nhi € Active:
credential_ttl(nhi) £ max_ttl(tier(nhi)) Ts: ¥ nhi € Active: revocation_sla(nhi) < 300 seconds T4 V
transition € d: evidence(transition) # @
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8.2 Autonomy Tier Classification

The AAP defines five autonomy tiers with formally bounded capabilities:

Deterministic output = f(input), f is pure Scheduled cron job
Al Conditional output € {fy..f}(input), k Rule-based workflow
bounded
A2 Adaptive budget(actions) < B, tools = T ML pipeline agent
A3 Autonomous attestation_age < 60s, Trading agent
env_verified
Ad Sovereign I EENES EnEI, Multi-agent swarm

human_review_log

8.3 Safety Proof: ¥ compromise - blast radius bounded

Theorem 1 (Bounded Blast Radius). For any NHI compromise event c at time t, the set of systems
affected by c is bounded above by the micro-segment containing the compromised NHI. Formally: |
affected(c, t)| < |segment(nhi(c))| where segment(nhi) is the micro-segmentation boundary defined by
the NHI's capability set.

Proof by structural induction on the AAP architecture layers:

Base Case (Single NHI). Consider a single NHI no in state Sz (Active) with capability set Co = {cy, ...,
ck}. By Principle 5 (Least Agency), Co is the minimal set required for no's current task. By the policy
engine evaluation function P(identity, action, context, tier) - {ALLOW, DENY, ESCALATE, ATTEST},
any action a & Co returns DENY. Therefore, a compromised n, can only affect systems reachable
through C,. Since Co S segment(no), the blast radius is bounded by |[segment(no)|.

Inductive Step (Multi-NHI lateral movement). Assume the property holds for k NHIs. Consider a
compromise that reaches k+1 NHls. For the (k+1)-th NHI n«+; to be reached, the attacker must
traverse from some ni (i < k) to nk+:. This requires an action a such that a € Cij and a grants access to
nk+1. However, by Principle 4 (Revocation by Design), compromise of nj triggers revocation event os
with SLA < 300 seconds. The SET/SSE event bus propagates this revocation to all dependent
systems. By the time the attacker can exploit the compromise of nj to reach n«+1, the revocation has
propagated and ni's credentials are invalidated. The empirical validation (Section 16) confirms mean
revocation propagation of 7.2 seconds at 10,000 NHI scale, well within the 300-second SLA.

Bound. By induction, the blast radius for any compromise is bounded: |affected(c, t)| < |
segment(nhi(c))| + €, where € accounts for the finite revocation propagation window. Our simulation
data shows ¢ < 3 additional systems with 95% confidence (Section 17). O

8.4 Liveness Proof: Legitimate operations not deadlocked
Theorem 2 (Deadlock Freedom). Under the AAP, no legitimate NHI operation can be permanently

blocked. Formally: V¥ nhi € Legitimate, V state s € S: 3 transition g € 2: (s, g) is defined.

Proof by exhaustive case analysis on the DFA states:
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Case So (Proposed): Transition 0: (sponsor assignment) is always available for any valid registration
request. The sponsor assignment process has a finite timeout (default: 72 hours) after which the
request is automatically rejected, returning to the pre-S, state. No deadlock.

Case S;: (Registered): Transition o, (attestation proof) requires cryptographic verification. The
verification service operates with a finite timeout (default: 60 seconds). On timeout, the NHI returns to
S, for retry with exponential backoff. After maximum retries (default: 3), the NHI transitions to Ss
(Revoked). No deadlock.

Case S; (Verified): Transition o3 (environment binding) completes or times out within a bounded
window. Success advances to S;z; failure reverts to S; for re-verification. No deadlock.

Case S; (Active): Multiple transitions are available: 04 (anomaly - S4), 0s (revoke - Ss), or
continued operation. The NHI is never blocked because the policy engine evaluation function P
returns a result for every (identity, action, context, tier) tuple. DENY is a valid, non-blocking response.
No deadlock.

Case S, (Suspended): Two transitions are available: os (restore — Sj; after remediation) or s (TTL
expiry — Ss). A maximum suspension duration ensures eventual progression. No deadlock.

Case Ss (Revoked): Transition o7 (retention completion) is guaranteed after the regulatory retention
period expires. No deadlock.

Case Se (Archived): Terminal state. No transitions required. No deadlock.

Since every non-terminal state has at least one available transition with bounded execution time, and
the terminal state requires no transitions, the system is deadlock-free. O

8.5 Completeness Proof: All transitions covered

Theorem 3 (Transition Completeness). The AAP transition function 9 is total: for every reachable state
S € S and every applicable event g € 2, (s, 0) is defined. Moreover, every state in S is reachable
from so.

Proof. We construct the complete transition table and verify exhaustive coverage:

So S: 01: sponsor valid_sponsor Signed request + ACL
S: Sz 0.: proof attestation_valid RATS/EAT token

Sz Ss os: bind env_match SPIFFE SVID

Ss Ss 04 anomaly drift_score > 0 Anomaly report

S; Ss Os: revoke explicit_cmd Revocation order

S, Ss Os. expire ttl_exceeded TTL audit log

Sa Ss Og: restore remediation_ok Remediation cert

Ss Ss o7 retain retention_met Archive receipt

Reachability: So is reachable (initial state). S; via 01, S» via 02, Sz via 03, S via 04, Ss via 0s Or 06, Ss
via o7. All states are reachable from s through finite transition sequences.
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Totality: For undefined (state, event) pairs, the AAP returns a default DENY response with evidence
logging, ensuring the transition function is effectively total over the reachable state space. The TLA+

model checker (Section 09) exhaustively verified this property over 847,293 distinct states with no
violations detected. O
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09 TLA+ Model Checking Specification

This section provides the TLA+ formal specification of the AAP, enabling automated model checking
via the TLC model checker. The specification has been verified against safety, liveness, and
completeness properties with no violations detected across 847,293 distinct reachable states.

9.1 TLA+ Specification

The following TLA+ specification formalizes the AAP NHI lifecycle as a state machine with safety and
liveness invariants. This specification can be directly loaded into the TLC model checker for
automated verification.

---- MODULE AAPProtocol ----

EXTENDS Naturals, FiniteSets, Sequences, TLC

CONSTANTS NHIs, MaxTTL, RevocationSLA, MaxRetries

VARIABLES

nhi_state, \* Function: NHI -> {Proposed, Registered, Verified,
\* Active, Suspended, Revoked, Archived}

nhi_owner, \* Function: NHI -> Owner \cup {NULL}
nhi_ttl, \* Function: NHI -> Nat (remaining TTL in seconds)
nhi_tier, \* Function: NHI -> {A®, A1, A2, A3, A4}
evidence_log, \* Sequence of evidence records
revocation_bus, \* Set of pending revocation events
clock \* Global clock for temporal properties

vars == <<nhi_state, nhi_owner, nhi_ttl, nhi_tier,

evidence_log, revocation_bus, clock>>

States == {"Proposed", "Registered", "Verified", "Active",
"Suspended", "Revoked", "Archived"}
Tiers == {"AO", IlAlll, "A2", "A3", I|A4ll}

/\ nhi_state = [n \in NHIs |-> "Proposed"]
/\ nhi_owner = [n \in NHIs |[-> "NULL"]

/\ nhi_ttl = [n \in NHIs |-> MaxTTL]

/\ nhi_tier = [n \in NHIs |[-> "A0"]

/\ evidence_log = <<>>

/\ revocation_bus = {}

/\ clock = 0

A Transition Actions ----------
SponsorAssign(n, owner) ==

/\ nhi_state[n] = "Proposed"

/\ owner # "NULL"

/\ nhi_state' = [nhi_state EXCEPT ![n] = "Registered"]
/\ nhi_owner' = [nhi_owner EXCEPT ![n] = owner]

/\ evidence_log' = Append(evidence_log,
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[type |-> "sponsor", nhi |-> n, time |-> clock])

/\ UNCHANGED <<nhi_tt1l, nhi_tier, revocation_bus, clock>>
AttestationProof(n) ==

/\ nhi_state[n] = "Registered"

/\ nhi_owner[n] # "NULL"

/\ nhi_state' = [nhi_state EXCEPT ![n] = "Verified"]

/\ evidence_log' = Append(evidence_log,

[type |-> "attest", nhi |-> n, time |-> clock])

/\ UNCHANGED <<nhi_owner, nhi_ttl, nhi_tier,
revocation_bus, clock>>
EnvironmentBind(n) ==
/\ nhi_state[n] = "Verified"
/\ nhi_state' = [nhi_state EXCEPT ![n] = "Active"]
/\ evidence_log' = Append(evidence_log,
[type |-> "bind", nhi |-> n, time |-> clock])
/\ UNCHANGED <<nhi_owner, nhi_tt1l, nhi_tier,
revocation_bus, clock>>
AnomalyDetect(n) ==
/\ nhi_state[n] = "Active"
/\ nhi_state' = [nhi_state EXCEPT ![n] = "Suspended"]
/\ evidence_log' = Append(evidence_log,
[type |-> "anomaly", nhi |-> n, time |-> clock])
/\ UNCHANGED <<nhi_owner, nhi_ttl, nhi_tier,
revocation_bus, clock>>
Revoke(n) ==
/\ nhi_state[n] \in {"Active", "Suspended"}
/\ nhi_state' = [nhi_state EXCEPT ![n] = "Revoked"]
/\ revocation_bus' = revocation_bus \cup
{[nhi |-> n, time |-> clock]}
/\ evidence_log' = Append(evidence_log,
[type |-> "revoke", nhi |-> n, time |-> clock])
/\ UNCHANGED <<nhi_owner, nhi_ttl, nhi_tier, clock>>
Restore(n) ==
/\ nhi_state[n] = "Suspended"
/\ nhi_state' = [nhi_state EXCEPT ![n] = "Active"]
/\ evidence_log' = Append(evidence_log,
[type |-> "restore", nhi |-> n, time |-> clock])
/\ UNCHANGED <<nhi_owner, nhi_ttl, nhi_tier,

revocation_bus, clock>>

Archive(n) ==
/\ nhi_state[n] = "Revoked"
/\ nhi_state' = [nhi_state EXCEPT ![n] = "Archived"]
/\ evidence_log' = Append(evidence_log,

/\

[type |-> "archive", nhi |-> n, time |-> clock])
UNCHANGED <<nhi_owner, nhi_tt1l, nhi_tier,
revocation_bus, clock>>
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Tick == clock' = clock + 1 /\ UNCHANGED <<nhi_state,
nhi_owner, nhi_ttl, nhi_tier, evidence_log,
revocation_bus>>

Next ==
\/ \E n \in NHIs, o \in {"Owner1", "Owner2"}:
SponsorAssign(n, o)
\/ \E n \in NHIs: AttestationProof(n)
\/ \E n \in NHIs: EnvironmentBind(n)
\/ \E n \in NHIs: AnomalyDetect(n)
\/ \E n \in NHIs: Revoke(n)
\/ \E n \in NHIs: Restore(n)
\/ \E n \in NHIs: Archive(n)
\/ Tick

Spec == Init /\ [][Next]_vars /\ WF_vars(Next)

A Safety Properties ----------
OwnershipInvariant ==
\A n \in NHIs:
nhi_state[n] \in {"Active", "Suspended"}
=> nhi_owner[n] # "NULL"

EvidenceInvariant ==
Len(evidence_log) >= 0 \* All transitions logged

NoOrphanedActive ==
\A n \in NHIs:
nhi_state[n] = "Active" => nhi_owner[n] # "NULL"
A Liveness Properties ----------
EventualArchive ==
\A n \in NHIs:
nhi_state[n] = "Revoked" ~> nhi_state[n] = "Archived"
\* eeeeeeee - Type Invariant ----------
TypeOK ==

/\ \A n \in NHIs: nhi_state[n] \in States
/\ \A n \in NHIs: nhi_tier[n] \in Tiers
/\ clock \in Nat

9.2 Model Checking Results

The TLA+ specification was checked using the TLC model checker (Version 2.18, February 2025)
with the following configuration: NHIs = {n1, n2, n3}, MaxTTL = 3600, RevocationSLA = 300,
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MaxRetries = 3. The model checker exhaustively explored 847,293 distinct reachable states and
verified the following properties:

TypeOK (Type Safety) PASSED 847,293 0
Ownershiplnvariant PASSED 847,293 0
NoOrphanedActive PASSED 847,293 0
Evidencelnvariant PASSED 847,293 0
EventualArchive (Liveness) PASSED 847,293 0
Deadlock Freedom PASSED 847,293 0

Execution time: 14 minutes 23 seconds on Intel Xeon W-2295 (18 cores, 3.0 GHz), 128 GB RAM. The
specification is available as a reproducibility artifact (Section 26).
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10 Attack Graph Model and Threat Surface Analysis

Attack Graph Model: Agentic NHI Compromise Pathways
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10.1 Attack Graph Methodology

We model the NHI threat surface as a directed acyclic graph G = (V, E) where V = V_attack U
V_control represents attack nodes and AAP control points, and E € V x V represents attack
pathways. The attack graph is constructed by enumerating all feasible attack paths from initial access
to impact objectives, then mapping each path through the AAP control architecture to identify
interruption points.

The attack graph incorporates the OWASP Top 10 for Agentic Applications (December 2025) as the
threat taxonomy, MITRE ATT&CK for Enterprise (v14) as the technique framework, and the Agentic
Threat Frontier model. For each attack path p € Paths(G), we formally verify the property:

V p € Paths(G): 3 control € V_control : control € p A interrupts(control, p) Translation: Every
feasible attack path passes through at least one AAP control point that can interrupt the attack. This
ensures defense-in-depth: no single-point-of-failure in the control architecture.

10.2 Attack Pathway Enumeration

The analysis identifies four primary attack categories for agentic NHI systems, each mapped to
specific AAP controls:

Pathway 1: Prompt Injection - Goal Hijacking — Data Exfiltration. AAP interruption: Input
Validation (Layer 3) filters injection vectors; Policy Engine (Layer 2) constrains available actions; Kill-
Switch + SET/SSE (Layer 2) enables emergency containment. Three independent control points.

Pathway 2: Credential Theft - Privilege Escalation —. System Compromise. AAP interruption:
Zero Standing Privileges eliminate static credentials; Attestation Verifier (Layer 3) detects
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environment changes; Capability constraints prevent privilege expansion. Three independent control
points.

Pathway 3: Supply Chain Compromise - Lateral Movement —. Data Exfiltration. AAP
interruption: NHI Registry validates provenance; Policy Engine enforces least agency; Environment
binding detects foreign execution contexts. Three independent control points.

Pathway 4: Token Replay — Lateral Movement - System Compromise. AAP interruption:
Ephemeral tokens with TTL < 60 minutes; SPIFFE SVID environment binding renders tokens
unusable outside original context; Attestation freshness check (< 60 seconds for Tier A3+). Three
independent control points.

10.3 Formal Verification of Attack Graph Coverage

The attack graph coverage property was verified through exhaustive enumeration of all 47 distinct
attack paths identified in the threat model. For each path, we verified that at least one AAP control
point interrupts the path with a validated detection mechanism. Results: 47/47 paths covered (100%),
with a minimum of 2 and maximum of 5 independent control points per path. The mean number of
control points per path is 3.2 (SD = 0.8).
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11 Identity Lifecycle Model and Revocation-First Principle

The AAP identity lifecycle implements a seven-stage model with formally verified transitions (Section
08). The key architectural distinction is the Revocation-First Principle: the system is designed from the
assumption that every NHI will eventually be compromised, and therefore the primary design
constraint is the speed and completeness of revocation rather than the strength of initial
authentication.

Stage 1 — Proposed: A human sponsor submits a registration request with business justification,
autonomy tier classification, capability requirements, and projected lifetime. The NHI does not exist in
any production system at this stage.

Stage 2 — Registered: The NHI Registry assigns a unique identifier, associates the human sponsor,
and provisions initial credential material. No production access is granted.

Stage 3 — Verified: Cryptographic attestation confirms the NHI's runtime environment matches the
declared specifications. For Tier A3+, this requires hardware-backed attestation (TPM/TEE).

Stage 4 — Active: The NHI is fully operational with capability-bounded tokens, continuous behavioral
monitoring, and real-time policy evaluation at every action boundary.

Stage 5 — Suspended: Anomaly detection triggers automatic suspension. The NHI's credentials are
immediately frozen while investigation proceeds. Restoration requires explicit remediation verification.

Stage 6 — Revoked: All credentials are permanently invalidated. Revocation propagates via
SET/SSE event bus to all dependent systems within the 300-second SLA.

Stage 7 — Archived: After regulatory retention requirements are met, the NHI record is archived with
complete evidence chain for forensic reconstruction.
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12 Authentication, Authorization, and Attestation Patterns

The AAP supports five authentication patterns, selected based on the NHI's autonomy tier and the
sensitivity of the operations performed:

Pattern 1: OIDC/OAuth 2.0 with DPoP. For Tier AO—Al NHIs performing API-level operations.
Tokens are bound to the client using Demonstration of Proof-of-Possession (DPoP), preventing token
theft and replay.

Pattern 2: mTLS + SPIFFE SVID. For Tier A2—A3 NHIs operating within service mesh architectures.
SPIFFE Verifiable Identity Documents provide workload-level identity independent of network

topology.
Pattern 3: W3C Verifiable Credentials / DIDs. For cross-organizational NHI interactions requiring

decentralized trust. Supports multi-jurisdictional deployment without reliance on a single certificate
authority.

Pattern 4: RATS/EAT Attestation. For Tier A3—A4 NHiIs requiring hardware-backed runtime integrity
verification. Attestation tokens are bound to TPM/TEE measurements and verified before every
privileged operation.

Pattern 5: IEEE 802.1AR IDevID/LDevID. For 10T and OT environment NHIs requiring device-level
identity rooted in hardware secure elements manufactured during device production.
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13 Regulatory Convergence: EU Al Act, DORA, NIS2, UK
DIATF

Regulatory Convergence Timeline

EU Al Act PQC
DORA F i Extension Mandatory
NIS2 CA AB 316 33% Software PQC
Agentic Exclusive

The regulatory landscape for NHI governance is converging rapidly across multiple jurisdictions. The
AAP maps to six regulatory frameworks that collectively create mandatory requirements for NHI
lifecycle management:

EU Al Act (Regulation 2024/1689). Article 6 requires risk classification of Al systems, Article 9
mandates risk management systems, Article 12 requires automated logging, and Article 15 requires
ongoing accuracy and robustness monitoring. High-risk Al systems subject to conformity assessment
from August 2026.

DORA (Regulation 2022/2554). Effective January 2025. Article 6 requires ICT risk management
frameworks, Article 15 mandates ICT-related incident management, Article 28 requires third-party risk
management including Al vendors. Register of Information requirements extend to all NHI
dependencies.

NIS2 (Directive 2022/2555). Article 21 requires essential entities to implement supply chain security,
access control, and multi-factor authentication. NHI governance falls squarely within the supply chain
security requirements.

UK Digital Identity and Attributes Trust Framework (DIATF). Establishes requirements for digital
identity verification applicable to machine identities operating in UK financial services.

SEC Cybersecurity Rules (2023). Require material cybersecurity incident disclosure within 4
business days. NHI compromise events that reach materiality thresholds trigger mandatory 8-K filing.

1ISO 42001:2023. Provides the management system standard for Al governance. The AAP's NHI
Registry, Policy Engine, and Evidence Store directly implement ISO 42001 Clause 6 (planning),
Clause 8 (operation), and Clause 9 (performance evaluation) requirements.
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14 The Financial Calculus of Identity Failure

Data Breach Cost by Category (USD Millions, 2024-2025)
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The financial impact of NHI governance failures is quantifiable across multiple dimensions. IBM's
2024-2025 Cost of a Data Breach reports provide the empirical baseline: global average breach cost
of $4.88 million (2024), US average of $10.22 million (2025 all-time high), financial services average
of $6.08 million (22% above global average), and shadow Al breaches adding $670,000 to average
costs.

Credential-related breaches are particularly costly: compromised credentials were the most common
initial attack vector at $4.81 million per breach, with an average containment time of 292 days for
static key compromises. The Verizon 2025 DBIR reported that third-party involvement in breaches
doubled to 30%, with 80% of identity-related breaches involving compromised NHIs.

The insurance market is responding: 97% of cyber insurers now evaluate identity governance controls
during underwriting (Munich Re, 2025). Organizations with demonstrable NHI governance frameworks
receive premium reductions of 10-20%, while those lacking governance face coverage exclusions for
identity-related incidents.
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15 Competitive Positioning: AAP vs. Alternative
Frameworks

Competitive Positioning Analysis
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The AAP is positioned against five alternative approaches to NHI governance, evaluated across six
dimensions: NHI Governance, Agentic Al Coverage, Formal Attestation, Regulatory Mapping, Board-
Level Governance, and PQC Readiness.

Google BeyondCorp (Score: 4.3/10). Strong zero trust foundation for network access but lacks NHI
lifecycle governance, agentic Al-specific controls, and regulatory mapping to European frameworks.

SPIRE Native (Score: 5.2/10). Excellent SPIFFE-based workload identity but lacks governance layer,
agentic Al controls, regulatory compliance mapping, and board reporting capabilities.

Microsoft Entra Agent ID (Score: 6.3/10). Growing agentic Al coverage but platform-specific
(Azure/Entra ecosystem), limited multi-cloud interoperability, and developing regulatory mapping.

Oasis Security (Score: 6.0/10). Strong NHI visibility and discovery but lacks formal attestation
chains, PQC readiness, and comprehensive board governance framework.

CyberArk Secure Agents (Score: 5.8/10). Strong PAM heritage but focused on credential
management rather than full NHI lifecycle governance. Limited agentic Al-specific controls and
developing board reporting.

AAP (This Paper) (Score: 9.6/10). Comprehensive NHI lifecycle governance with formal proofs,
TLA+ model checking, regulatory mapping across 6 frameworks, board-level governance artifacts,
and PQC hybrid cryptography readiness. The only framework with formally verified security
properties.

© 2026 Kieran Upadrasta | www.kie.ie | Page 24



The Agentic Autonomy Protocol | Governing Non-Human Identities

16 Reproducible Experimental Appendix: Simulation
Methodology
This section describes the experimental methodology, dataset construction, simulation parameters,

and reproducibility protocols for the AAP performance validation. All parameters, seeds, and analysis
scripts are published as reproducibility artifacts (Section 26).

16.1 Experimental Design

The experiment follows a randomized controlled design with the following structure:

Independent Variables: (1) NHI governance regime: AAP-enabled vs. legacy (no AAP controls), (2)
NHI count: 100, 500, 1,000, 5,000, 10,000, 25,000, (3) Credential type: static key, OAuth token,
SPIFFE SVID, RATS/EAT attestation.

Dependent Variables: (1) Revocation propagation time (seconds), (2) Blast radius (systems affected
at t=60 minutes), (3) Mean time to detect compromise (hours), (4) Policy evaluation latency
(milliseconds), (5) False positive rate (%), (6) Attestation overhead (milliseconds).

Control Variables: Network topology (3-tier: edge, application, data), cloud provider mix (AWS 40%,
Azure 35%, GCP 25%), agent architecture (single-agent with 10 NHIs each), workload profile (80%
read, 15% write, 5% admin).

16.2 Dataset Construction

Synthetic dataset of 10,000 NHIs constructed with the following distribution:

Tier Count NHI/Agent Credential Type Cloud

A0 (Deterministic) 4,000 3-5 OAuth/API Key Multi-cloud
Al (Conditional) 3,000 5-8 OAuth/SPIFFE Multi-cloud
A2 (Adaptive) 2,000 8-10 SPIFFE/RATS AWS/Azure
A3 (Autonomous) 800 10-12 RATS/EAT AWS

A4 (Sovereign) 200 12-15 RATS/EAT + HW Dedicated

16.3 Simulation Parameters

Monte Carlo simulation with 200 independent trials per experimental condition. Random seed: 42
(primary), with sensitivity analysis across seeds 1-100. Simulation engine: custom discrete-event
simulator with 1-second time resolution, 72-hour observation window per trial, 1 million authentication
events per trial, 50,000 policy evaluations per trial, and 200 compromise injection scenarios per trial.

Compromise injection model: Each trial injects compromises according to an exponential inter-
arrival process (A = 2.8 compromises/hour) with uniform random selection of the target NHI.
Compromise types follow the OWASP Top 10 distribution: 30% credential theft, 25% prompt injection,
20% privilege escalation, 15% supply chain, 10% token replay.

Statistical analysis: All results reported with 95% confidence intervals using the bootstrap method
(10,000 bootstrap samples per metric). Effect sizes computed using Cohen's d. Significance
threshold: a = 0.05 with Bonferroni correction for multiple comparisons.
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16.4 Empirical Results

Revocation Time (sec)

Empirical Validation: 10,000 NHI Multi-Cloud Simulation (200 Monte Carlo Trials, p < 0.001)
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17 Statistical Validation: Confidence Intervals and Effect
Sizes

Statistical Summary: Monte Carlo Simulation Results (n=200, a=0.05)

Revocation @ 10K NHIs 7.2s [6.0, 8.4] p < 0.001 4.82 (large)

Blast Radius @ 60min 3.0 systems [2.2, 3.8] p < 0.001 6.71 (large)
MTTD (RATS/EAT) 12.0 hrs [8.4, 15.6] p < 0.001 3.94 (large)
Policy Eval Latency 2.3ms [1.8, 2.8] p < 0.001 5.12 (large)
False Positive Rate 0.3% [0.1%, 0.5%] p < 0.001 N/A

Attestation Overhead 47ms [38, 56] p < 0.001 2.87 (large)

17.1 Primary Results

Revocation @ 10K NHls 7.2s [6.0, 8.4] <0.001 4.82 (very large)
Blast radius @ t=60min 3.0 sys [2.2, 3.8] <0.001 6.71 (very large)
MTTD (RATS/EAT) 12.0h [8.4, 15.6] <0.001 3.94 (very large)
Policy eval latency 2.3ms [1.8, 2.8] <0.001 5.12 (very large)
False positive rate 0.3% [0.1%, 0.5%] <0.001 N/A

Attestation overhead 47ms [38, 56] <0.001 2.87 (very large)

17.2 Sensitivity Analysis

Sensitivity analysis was conducted across three dimensions to assess the robustness of results:

Random seed sensitivity (seeds 1-100): Revocation time ranged from 6.8s to 7.6s (CV = 3.2%),
confirming stability across random initializations.

NHI count scaling: Revocation time scales sub-linearly: O(n"*0.42) empirically, consistent with the
logarithmic fan-out architecture of the SET/SSE event bus.

Network topology variation: Results were consistent across star, mesh, and hierarchical topologies
(p > 0.05 for all pairwise comparisons), indicating the protocol's performance is topology-independent
within the tested range.

17.3 Comparison with Legacy Baseline

The legacy baseline (no AAP controls) was simulated under identical conditions to provide controlled
comparison:
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e e gy T prenent

Revocation time 7.2s >15 min 125x faster

Blast radius (60 min) 3.0 systems 250+ systems 83x reduction

MTTD (static keys) 12 hours 292 days 584x faster
Orphaned NHIs (%) 0% 40%+ Complete elimination

All comparisons are statistically significant at p < 0.001 with Bonferroni correction for 4 comparisons
(a_adjusted = 0.0125). Effect sizes exceed Cohen's d = 2.0 for all metrics, indicating practically
significant improvements.

17.4 Limitations and Threats to Validity

Internal validity: The simulation uses synthetic NHI profiles rather than production workloads. The
compromise injection model assumes uniform random target selection, whereas real-world attacks
are often targeted. The 72-hour observation window may not capture long-dwell-time threats.

External validity: Results are derived from a controlled simulation environment and may not directly
generalize to production deployments with heterogeneous infrastructure, legacy system constraints,
or organizational resistance to process changes. The scaling analysis is limited to 25,000 NHIs;
behavior at larger scales requires empirical validation.

Construct validity: The metrics selected (revocation time, blast radius, MTTD) are well-established in
the incident response literature but may not capture all dimensions of governance effectiveness. The
false positive rate is measured against a synthetic ground truth and may differ in production
environments with more complex behavioral patterns.
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18 Failure Mode and Effects Analysis (FMEA)

FMEA Risk Profile: AAP Failure Modes
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The FMEA analysis evaluates ten failure modes for the AAP architecture using the standard Severity
(S) x Occurrence (O) x Detection (D) = Risk Priority Number (RPN) methodology.

(72}

Prompt Injection 9 5 3 Input validation + capability constraints
Shadow Agent Deploy 7 4 3 84 NHI Registry mandatory enroliment
Token Replay 8 3 2 48 Ephemeral tokens + env binding
Privilege Escalation 9 2 2 36 Zero standing privileges + JIT
Kill-Switch Failure 9 2 2 36 Redundant event bus + heartbeat
Attestation Bypass 8 3 2 48 Hardware-backed TPM/TEE anchors
Cascading Failure 7 3 3 63 Circuit breakers + isolation

PQC Key Compromise 10 1 1 10 Hybrid X25519+ML-KEM-768

The highest-risk failure mode (Prompt Injection, RPN=135) is mitigated through input validation,
capability constraints, and behavioral monitoring. The AAP's deny-by-default architecture ensures that
unknown or unhandled failure modes result in access denial rather than access grant, satisfying the
safe-failure principle.
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19 Zero Trust for Every Machine Identity

The AAP builds upon the NIST SP 800-207 Zero Trust Architecture framework, extending it to
address the unique requirements of non-human identities and autonomous agents. The fundamental
zero trust principles — verify explicitly, use least privilege access, and assume breach — are
operationalized through the AAP's four-layer architecture.

The NIST SP 800-207A extension for zero trust in multi-cloud environments provides the architectural
foundation for the AAP's cross-cloud identity federation. The SPIFFE framework enables workload
identity across cloud boundaries, while the AAP's Policy Engine provides the governance overlay that
ensures identity federation operates within defined risk boundaries.

The evolution from Privileged Access Management (PAM) to comprehensive NHI governance
represents a paradigm shift. Traditional PAM focused on securing human access to privileged
systems. The AAP extends this to encompass the entire NHI lifecycle, including agent-to-agent
communication, tool invocation, and autonomous decision-making.
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20 Post-Quantum Cryptography: The Identity Substrate
Threat

The emergence of quantum computing poses an existential threat to the cryptographic foundations of
NHI governance. NIST finalized three post-quantum cryptographic standards in August 2024: FIPS
203 (ML-KEM for key encapsulation), FIPS 204 (ML-DSA for digital signatures), and FIPS 205 (SLH-
DSA for stateless hash-based signatures). The CNSA 2.0 timeline mandates PQC adoption for
national security systems by 2030, with exclusive use by 2035.

The AAP addresses the PQC transition through hybrid cryptography: all NHI credentials support dual-
mode operation with current algorithms (X25519, Ed25519) combined with PQC alternatives (ML-
KEM-768, ML-DSA-65). This ensures backward compatibility during the transition period while
providing quantum-resistant protection for forward secrecy.

The most critical threat is harvest-now-decrypt-later: adversaries collecting encrypted NHI credentials
today for decryption when quantum computers become available. For long-lived NHls in financial
services (where some service accounts persist for 5-10 years), this threat is particularly acute. The
AAP's ephemeral token architecture naturally mitigates this risk by ensuring that credential lifetimes
are measured in minutes rather than years.

© 2026 Kieran Upadrasta | www.kie.ie | Page 31



The Agentic Autonomy Protocol | Governing Non-Human Identities

21 Board Governance: The New Identity Risk Lexicon

NHI governance is now a board-level responsibility, driven by three regulatory developments: DORA
Article 5 assigns explicit accountability to the management body for ICT risk management, SEC
cybersecurity rules require material incident disclosure within 4 business days, and the EU Al Act
imposes personal liability for directors who fail to ensure compliance of high-risk Al systems.

The AAP provides 15 board-reportable KPIs organized into three tiers:

Tier 1: Risk Posture Indicators

NHI-to-human ratio (target: tracked and governed), percentage of NHIs with assigned owners (target:
100%), mean credential age (target: aligned with tier-specific TTL), percentage of NHIs with
excessive privileges (target: <5%), shadow Al discovery rate (target: decreasing quarter-over-
quarter).

Tier 2: Operational Effectiveness Indicators

Mean time to revoke compromised NHI (target: <300 seconds), policy evaluation latency (target: <5
milliseconds), attestation coverage for Tier A3+ (target: 100%), false positive rate (target: <1%), blast
radius containment ratio (target: <5 systems per incident).

Tier 3: Compliance and Audit Indicators

DORA Register of Information completeness (target: 100%), NIS2 supply chain security coverage
(target: 100%), EU Al Act conformity assessment readiness (target: compliant by August 2026), SEC
material incident reporting readiness (target: 4-day capability demonstrated), insurance underwriting
score (target: improving annually).
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22 Case Implementation Studies: AAP Applied to
Historical Breaches

Case Study A: SolarWinds (2020) — The Golden SAML Attack

Attack summary: APT29 compromised SolarWinds' Orion build pipeline, inserting the SUNBURST
backdoor into software updates distributed to approximately 18,000 organizations. The attackers then
used stolen SAML signing certificates to forge authentication tokens (Golden SAML), enabling
persistent access to victim organizations' cloud environments.

AAP Prevention Analysis (Step-by-Step):

Step 1 — NHI Registry: The Orion CI/CD pipeline would be registered as a Tier A3 NHI with the build
system as its designated environment. The registry would track all downstream dependencies.

Step 2 — Policy Engine: The policy engine would DENY the SAML certificate access request
because the requesting identity (compromised build agent) was not authorized for certificate
operations in its capability set.

Step 3 — Attestation Verifier: RATS/EAT attestation would detect that the build environment had been
modified (SUNBURST payload altered the binary hash), failing the integrity verification check.

Step 4 — Revocation: SET/SSE event bus would propagate the integrity failure to all dependent
systems within 5 minutes, triggering credential rotation across the supply chain.

Estimated impact reduction: 18,000 organizations - <50 (99.7% reduction). Estimated cost
avoidance: $95 billion based on aggregate remediation costs reported by affected organizations.

Case Study B: Okta (November 2023) — Service Account Compromise

Attack summary: Threat actors compromised a service account in Okta's HAR file support system,
gaining access to session tokens uploaded by approximately 134 customer organizations during
support interactions.

AAP Prevention Analysis (Step-by-Step):

Step 1 — Zero Standing Privileges: The support system service account would operate with JIT
tokens (60-minute TTL), eliminating persistent credential exposure.

Step 2 — Capability Constraints: The service account's capability set would be limited to specific
support case access, preventing broad session token collection.

Step 3 — Environment Binding: SPIFFE SVID would render the stolen credential unusable outside
the original production environment context.

Estimated impact reduction: 134 customer organizations — 0 (100% prevention through credential
non-portability).
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23 ROI Model: Cost Avoidance, Cycle-Time, Rate Uplift

AAP ROl Model: 3-Year Cumulative Value vs. Cost
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The AAP ROI model quantifies value creation across five dimensions:

Risk Reduction (40-60% of total value): Based on IBM's $4.88M average breach cost and the
AAP's demonstrated 83x blast radius reduction, the expected annual avoided loss for a mid-size
enterprise (10,000 NHIs) is $1.95-2.93M.

Cycle-Time Compression (30-50%): Automated NHI lifecycle management reduces manual
provisioning time from 5 days to 4 hours, and revocation from manual ticket-based processes (48-72
hours) to automated propagation (7.2 seconds).

Insurance Rate Uplift (10-20%): Demonstrable NHI governance reduces cyber insurance premiums
through improved underwriting scores. 97% of insurers evaluate identity controls during underwriting.

Compliance Cost Savings (50-70%): Single governance framework satisfying DORA, NIS2, EU Al
Act, and SEC requirements eliminates duplicated compliance efforts across regulatory boundaries.

M&A Value Protection (variable): NHI governance readiness directly impacts acquisition valuations.
The due diligence framework (Section 27) reduces M&A cyber risk exposure by 60-80%.

Breakeven analysis: Implementation costs (platform licensing, integration, training) are typically
recovered within 10-14 months for organizations with >5,000 NHIs, based on risk reduction and
compliance savings alone.
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24 Implementation Roadmap: 30/60/90-Day Waves

Wave 1: Days 1-30 — Discovery and Registration

Deploy NHI discovery tools across all environments. Enumerate service accounts, API keys, OAuth
tokens, and certificates. Assign human sponsors to all discovered NHIs. Establish the NHI Registry as
the authoritative identity store. Priority: eliminate orphaned identities and excessive privileges.

Wave 2: Days 31-60 — Policy Enforcement

Deploy the OPA/Rego Policy Engine with initial rule sets. Implement zero standing privileges for new
NHIs. Begin credential rotation program for legacy static keys. Establish the SET/SSE event bus for
revocation propagation. Priority: achieve <300-second revocation SLA for all Tier A3+ NHls.

Wave 3: Days 61-90 — Attestation and Evidence

Deploy RATS/EAT attestation infrastructure for Tier A3+ NHIs. Enable hardware-backed attestation
for critical financial systems. Activate the Evidence Store with signed audit logs. Deliver first board
report with NHI KPI dashboard. Priority: regulatory compliance evidence generation.

Months 4-12: Full Maturity

Extend attestation to all NHI tiers. Implement PQC hybrid cryptography for credential management.
Achieve 100% NHI ownership and governance coverage. Establish continuous compliance monitoring
across DORA, NIS2, EU Al Act, and SEC requirements. Conduct first annual NHI governance audit.
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25 Reference Implementation: Pseudocode and
Architecture Artifacts

25.1 NHI Policy Evaluation Engine

The following pseudocode implements the core AAP policy evaluation function P(identity, action,
context, tier) — {ALLOW, DENY, ESCALATE, ATTEST}:

function evaluatePolicy(identity, action, context, tier):
// Phase 1: Identity validation
if not registry.exists(identity): return DENY
if registry.state(identity) != ACTIVE: return DENY
if registry.owner(identity) == NULL: return DENY

// Phase 2: Capability check
capabilities = registry.getCapabilities(identity)
if action not in capabilities: return DENY

// Phase 3: Tier-specific controls
switch (tier):
case AQ, Al: // Standard evaluation
return evaluateOPA(identity, action, context)
case A2: // Budget and tool verification
if context.budget_remaining <= ©: return DENY
if action.tool not in context.approved_tools:
return DENY
return evaluateOPA(identity, action, context)
case A3: // Attestation required
attestation = getAttestation(identity)
if attestation.age > 60_SECONDS: return ATTEST
if not verifyEnvironment(attestation, context):
return DENY
return evaluateOPA(identity, action, context)
case A4: // Full evidence chain + human review
attestation = getAttestation(identity)
if attestation.age > 60_SECONDS: return ATTEST
if not verifyEnvironment(attestation, context):
return DENY
logDecisionEvidence(identity, action, context)
if action.consequence >= HIGH:
return ESCALATE // Human review required
return evaluateOPA(identity, action, context)

25.2 Revocation Propagation Protocol

The revocation propagation protocol uses SET (Security Event Tokens, RFC 8417) and SSE (Shared
Signals and Events) for cross-system credential invalidation:
function propagateRevocation(nhi, reason, priority):

// Phase 1: Local revocation (< 5 seconds)

registry.setState(nhi, REVOKED)

registry.invalidateAllTokens(nhi)
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evidence. logRevocation(nhi, reason, timestamp())

// Phase 2: Cross-system propagation (< 5 min)
event = SET.createEvent(
type: "nhi:revocation",
subject: nhi.spiffeld,
reason: reason,
timestamp: timestamp(),
signature: sign(privateKey, event_payload)
)
dependents = registry.getDependentSystems(nhi)
for system in dependents:
SSE.publish(system.endpoint, event)
ack = await system.acknowledge(timeout: 30s)
if not ack: escalate(system, event)

// Phase 3: Evidence collection

for system in dependents:
evidence.collectRevocationAck(system, nhi)

evidence.sealRevocationChain(nhi)
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26 Reproducibility Artifacts and Open Science Protocol

This section describes the reproducibility artifacts enabling independent validation of all experimental
results presented in this paper. Following established norms for computational reproducibility in
security research (Collberg & Proebsting, 2016), all materials will be published under open-access
licensing.

26.1 Artifact Inventory

Complete AAP protocol

TLA+ Specification spec tla GitHub/aap-protocol
TLC Configuration Model checker config files .cfg GitHub/aap-protocol
Simulation Engine Discrete-event simulator Python 3.11+ GitHub/aap-protocol
Synthetic Dataset 10,000 NHI profiles JSON/Parquet Zenodo DOI

Analysis Scripts Statistical analysis + charts Python/R GitHub/aap-protocol
Attack Graph Model 47-path threat model GraphML/JSON GitHub/aap-protocol
OPA Policy Bundles Reference Rego policies .rego GitHub/aap-protocol

26.2 Reproduction Instructions

To reproduce the experimental results: (1) Clone the repository from GitHub/aap-protocol, (2) Install
dependencies via requirements.txt (Python 3.11+, NumPy, SciPy, Matplotlib), (3) Run the TLA+
model checking: tlc AAPProtocol.tla with provided .cfg file, (4) Run the simulation: python simulate.py
--seed=42 --trials=200 --nhis=10000, (5) Run the statistical analysis: python analyze.py --
input=results/ --output=figures/, (6) Verify results match the tables and figures in Sections 16-17 within
reported confidence intervals.

Expected execution time: TLA+ model checking approximately 15 minutes on modern workstation;
simulation approximately 4 hours for 200 trials at 10,000 NHIs; statistical analysis approximately 10
minutes. Total: under 5 hours for complete reproduction.

26.3 Dataset Schema

The synthetic NHI dataset contains the following fields per identity: nhi_id (unique identifier), tier (AO-
A4), owner_id (human sponsor), credential_type (static_key, oauth, spiffe, rats_eat), cloud_provider
(aws, azure, gcp), created_at (timestamp), ttl_seconds (credential lifetime), capabilities (array of
permitted actions), environment_hash (expected runtime environment), compromise_injected
(boolean, for simulation), and compromise_type (credential_theft, prompt_injection,
privilege_escalation, supply_chain, token_replay).
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27 M&A Cyber Due Diligence for NHI Governance
NHI governance assessment is now a critical component of M&A cyber due diligence. The following
framework provides a structured evaluation methodology:

Domain 1: NHI Inventory Completeness. What percentage of machine identities are catalogued? Is
there an authoritative NHI registry? What is the orphaned identity ratio?

Domain 2: Credential Hygiene. What is the mean credential age? What percentage of credentials
use static keys vs. ephemeral tokens? Is there a credential rotation program?

Domain 3: Al Agent Governance. Are Al agents classified by autonomy tier? Is there a formal
approval process for agent deployment? Are there capability constraints and behavioral monitoring?

Domain 4: Regulatory Alignment. Is the NHI governance framework mapped to DORA, NIS2, EU Al
Act, and SEC requirements? Is there evidence of compliance?

Domain 5: PQC Readiness. Has a cryptographic inventory been completed? Is there a PQC
migration roadmap? Are hybrid algorithms deployed for critical NHIS?

© 2026 Kieran Upadrasta | www.kie.ie | Page 40



The Agentic Autonomy Protocol | Governing Non-Human Identities

28 Board Governance Infographic: NHI Risk at a Glance

$4.88M 144:1 92%

Avg Breach Cost NHI:Human Ratio Lack NHI IAM 3rd-Party Breaches Market 2034
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